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With the proliferation of Internet of Things, numerous smart devices have been woven into the fabric
of our daily life, ranging from controlling our home appliances to various applications leveraging
Unmanned Aerial Vehicle (UAVs). Along with this emerging and exciting trend is the underlying
security risk. Already, the recent “Dyn” incident caused by compromised loT devices has led to
disrupted Internet connection throughout the USA and serve as a wake-up call for protecting these
devices. Towards this goal, it is critical to perform security analysis on both device hardware and
software. Many security engineers and researchers have computer science background, and they have
much experience and knowledge in software security. Hardware security is a field that they have
anxieties on and lack experience. Thus, spreading knowledge on hardware security is one of the
critical efforts towards securing smart devices, and this book serves as an excellent endeavor towards

this goal.

Academic books on hardware security do exist, yet many of them focus on the theoretical principles.
This book is a collection of experiences and insights that the Unicorn Team have accumulated over
the years through their systems work. The book covers a wide range of knowledges, such as circuits,

hardware interfaces, and even PCB production procedure.

This book can serve as a good tutorial for those who want to have their hand dirty and reproduce the
prior findings. It can also be a good reference book for those who want to find out the off-the-shelf
tools for exploring the hardware world. I believe that this book can help to foster talents in hardware

security and to teach them necessary skills to secure the smart devices for years to come.
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