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Foreword

Icis tempting to believe that Internet security is somebody else’s problem, or that it is a prob-
lem that eventually will vanish, as technology improves. This is a dangerous belief; burglary
has not vanished because of improvements in door and window locks, and Internet security is
similarly unlikely to change as technology gets better. In considering the recent past, I think it
is easy to say that increased awareness of Internet security has not had much impact on the rate
of victimization of consumers. Given how many Internet users there now are—significantly
over 1 billion people, and as high as 2 billion by some counts—consciously improving the
rate of awareness of populations at this scale is incredibly difficult and time consuming. And
technology leaps often make things worse, quite as much as they make things better.

This is not a Chicken Little situation of “the sky is falling, the sky is falling,” but we
will find ourselves in an increasingly difficult situation soon, unless we start to pay more
attention to Internet problems than we have done in the last few years. To begin with, we
need to ensure that we not only understand the problem—and not just its manifestation—but
also its underlying reasons for being. Then, we need to start designing new technology to
save ourselves—and our users—from greed and crime, from the very things that have made
the Internet so successful: how efforts scale, how everybody can participate, and from the
low costs of entry. We also need to consider possible regulation, as it is unlikely that the
technology industry’s call for self-regulation will be heeded any more than that of the road or
aviation industries in the 1910s and 1920s.

Let me tell you a little bit about myself first, to give you some perspective on my view-
point. I have been a technology strategist for nearly three decades, honing my craft first within
the confines of a corporate environment, but in recent years increasingly looking outside that
mothership. In the early 2000s, I spent quite a bit of time in the identity space—I was Pres-
ident of the Liberty Alliance, which was an open standards consortium that developed the
first meaningful identity federation protocol, SAML 2.0. Since 2006, I have been CISO at
PayPal. Given PayPal’s global reach, the size of our user base (in mid-2011, over 100 million
active customers) and the nature of our systems, which move money from any arbitrary point
A to point B on the planet, we tend to find ourselves at the leading edge of new classes of
criminal attacks. Willy nilly, we find ourselves having to craft solutions to problems that the
rest of the industry barely recognizes as problems, let alone admits there are solutions for.

Here is what I believe we must do. We must begin by understanding our vulnerabilities,
whether they are social or technical. We must then instrument our systems, both technical
and societal, to collect metrics about everything relevant. After all, how can we argue about
reality objectively without having hard data about it? And then we must take the next step,
and measure what is not yet reality—trying to predict behaviors and vulnerabilities, in other
words. With these hard won insights, we must then create plans for the future. You can-
not design a system—especially not a security system—without understanding what affects
security and everything that affects security.



VI Foreword

That is what this book is about. It describes the Internet, and the mobile Internet, in a crisp
and convincing manner. It is infused with the anticipation of trends and describes how these
will affect us, for good and bad. And it gives examples of novel approaches that we can take
to change the course of the future, and avoid what otherwise may become what the title of
the book states—The Death of the Internet.

I encourage anyone with an interest in the Internet, in technology, in online commerce, or
indeed in a fair and open society to read this book. These are important topics and this book
does an excellent job in provoking alternative ways of thinking about them.

MICHAEL BARRETT

San Jose, CA
May 2012
Chief Information Security Officer, Paypal



Preface

Imagine life without electricity. Although most of humankind has managed just well with-
out electricity, its loss would certainly impact society most profoundly. Now imagine that
hundreds of thousands of criminals all over the world could make a quick profit by doing
something that—Tlittle by little—killed the electric infrastructure. And that politically adver-
sarial individuals and governments could speed up this looming catastrophe if they wanted
to. It is terrible to imagine. And yet, it is a very real threat—although to the Internet.

Criminals have an array of ways to abuse the Internet. Most commonly in order to make
money: Internet crime is both profitable and safe for criminals to engage in. Online crime
scales exceptionally well, and is fast to perpetrate. It is often difficult to identify abuse, and
almost always difficult to track down the criminals. And most of the time, offenders who
are detected and blocked simply vanish, only to resurface with a new pseudonym shortly
thereafter. While financial abuses are difficult to block and track, politically motivated abuse
is yet harder to control. This is since politically motivated attacks do not involve taking money
out of the system—which is often the hardest and riskiest part of online crime.

Any disruptions to the Internet would send shock waves through society. It would affect
telephony; banking; how corporations do business; how the energy grid is controlled; and
how many of us make a living. It would disrupt government, media, and military. It would
impact our entire infrastructure—including our frust infrastructure.

Like a bridge that may tolerate increasing strains until it comes crashing down, the Internet
may hold up well until the tipping point is reached. We must not wait for that moment. We
must understand the problems, and defend against them—before they develop, if possible. We
must understand how things can go wrong, and how we can engineer things better.

This book describes the problems the Internet is facing, and gives examples of some possi-
ble solutions. You do not need a deep technical background to understand the general nature
of these. At the same time, each chapter has in-depth material for readers who do not want to
stop at understanding the general concepts, but who want to know exactly how things work.

I'hope that the insights that you will gain by reading this book will help you make decisions
or designs—depending on who you are—that will help rescuing the Internet from the assault
it is under.

MARKUS JAKOBSSON, PHD

Mountain View, CA
May 2012
Principal Scientist of Consumer Security, PayPal



Is the Title of this Book a Joke?

Maybe you thought the title of this book was simply chosen to demand attention, or a silly
joke, and that the Internet cannot realistically be killed. If that is so, I want to start off by
convincing you that it just is not so. Killed sounds drastic. Let us for a moment say “rendered
useless” or “more or less abandoned.” Is that possible?

You may ask: What would render the Internet useless? And what would make people
abandon it? Let me start off my explanation with an analogy.

Think about traveling by air. We all know that some flights get delayed. But most are not,
and those that are delayed are only reasonably delayed. A few hours at most, but most often,
they are delayed much less than that. We also know that people die in airplane accidents
most every year. But most travelers arrive safe.

Imagine that most flights arrived late, and often quite drastically delayed. Maybe a week,
maybe two. And imagine further that airplane accidents became dramatically more com-
mon. Maybe half of all flights would not arrive at all, but everybody on the flight would
end up on the bottom of the ocean.

Nobody in their right mind would fly if this were so. It would render air travel useless
from a practical perspective, and people would abandon it and take the train, or even walk
rather than setting foot in an airplane. In other words, these increases of inconveniences
and risks would kill aviation.

Now, let us talk about the Internet. The first commercial spam message was sent on March
5, 1994 by an Arizona-based law firm. In the years to follow, spam became more and more
prevalent. Still, it shocked a lot of people when the amount of spam overtook that of legit-
imate emails. Many did not think that it could ever become that bad. In spite of impressive
advancements in spam blocking technologies, less than 5% of email is legitimate at the time
of writing, and most of us receive one or two spam messages every day. But a spam message
that manages to sneak by the filters typically only wastes a few seconds of our time, with no
further consequences to the typical recipient. Things could be worse.

‘What would happen if, in spite of our best efforts to keep the Internet secure, less than 5%
of websites were secure, and the rest were hosting malware? Defenses may improve, but
what if our normal activities still resulted in malware slipping through once or twice a day?
What would be the consequences to online commerce if only 5% of advertisements were
honest, and the rest attempted to defraud buyers? Looking from the other side, what would
advertisers do if 95% of users had infected computers that constantly were committing
clickfraud? How would we be affected if less than 5% of the information we find was
correct?



XII Is the Title of this Book a Joke?

The likely answer is that there would be a drastic change in how we use the Internet,
and what we dare to use it for. Following our aviation analogy, these increases of inconve-
niences and risks could and would kill the Internet. ~ ,

That is what this book is about. This book explains what might kill the Internet by making
it useless and dangerous. And how we are inching toward a tipping point where the result
would be the death of the Internet. Where is that point? Nobody knows.

This book also investigates what can be done to stop that from happening, given a thorough
understanding of what the problem is. It does not contain an exhaustive list of all the dangers,
and certainly not a complete list of meaningful solutions. But it does explain how to think
about the problems and the solutions in a way that helps you—and others like you—start
thinking about how we can prevent the death of the Internet. We depend too much on it to let
it go.

So, no, the title of the book is not a cheap attention grabber or a joke. I am serious when I
say that the situation is too serious.
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