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Choosing a Topic

In this unit, you will learn how to: :
choose a particular topic for your research;
formulate a research question;
write a working title for your research essay;
enhance your language skills related with reading and

listening materials presented in this unit.
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Deciding on a topic

s a college student of science and technology, you are often required to write a literature
Areview about a certain topic, or a 1,500-word term paper. In either case, the writing is
a complex process which involves choosing a topic, searching for relevant materials, and
compiling a reference list. Hence the first thing you need to do is to choose a research topic.

A topic is what the essay or research paper is about. Choosing a topic for your literature
review or research paper requires careful consideration. A topic that is too specialized or too
general may bring many problems in terms of the time you can devote to the research or the
sources of information available on the topic. How do you choose a topic which is possible
to research? There are four principles:

1) Interesting. If a topic holds your interest, you will most likely enjoy working on it.
However, you should also be aware of the interest of your readers. For example, if your
readers are from different disciplines or academic backgrounds, your topic should not
be too specific.

2) Important. You also have to consider the value of the topic you are likely to choose,
both academic and social. An essay without practical or theoretical value will probably
not attract readers.

3) Manageable. Narrow down your topic to make your paper manageable. For example, if
you want to discuss the history of a disease, it may not be possible for you to cover all
the important ideas in a 1,500-word essay.

4) Adequate. You have to ask the question: Can the topic | have chosen be researched?
One criterion is that you must make sure that there are adequate source materials
available on the topic. Avoid a topic that has very limited information about it, for it is
difficult to carry out your research without previous studies.

17: 5. @B Analyze the steps as to how a topic is made more specific and manageable.

City Development
Sustainable Development of Cities
Sustainable Development of Big Cities
Sustainable Development of Chinese Big Cities

Sustainable Development of Chinese Big Cities from the Biological Perspective



17: 8,87 Choose one of the following topics that you are familiar with or interested
in. Then discuss with your partners about the following questions.

1
2
3

Is the topic appropriate for a 1500-word essay? Why or why not?
If the topic is too general, how do you narrow it down to a more manageable topic?
Can you suggest some appropriate topics of each subject?

Global Warming

My narrower subtopics:
1)
2)

3)

Cancer

My narrower subtopics:
1)
2)
3)

Nanotechnology

My narrower subtopics:
1)
2)
3)

Internet

My narrower subtopics:
1)
2)
3)

Artificial Intelligence

My narrower subtopics:
1)
2)
3)

Energy

My narrower subtopics:
1)
2)
3)

3
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e Genetic Engineering
My narrower subtopics:
1)
2)
3)

e Universe
My narrower subtopics:
1)
2)
3)

/.8y, €c8¥ Read .the following two essays concerning computers and answer the
following questions.

1 What is the main idea that each essay tries to illustrate?

2 In which aspect do the two essays share the same idea?

3 In which aspect do the two essays differ?

4 What topic does each essay address? Do you think they are appropriate according to
the four principles mentioned on Page 2?

How Do Computer Hackers “Get Inside” a Computer?'
Julie J. C. H. Ryan

1 This seems like a straightforward question but it’s actually quite complex in its
implications, and the answer is anything but simple. The trivial response is that
“hackers” get inside a target computer system by exploiting vulnerabilities, but in order
to provide more detail, let’s start from the beginning.

2 The term “hacker” is fairly controversial in its meaning and interpretation. Some
people claim that hackers are good guys who simply push the boundaries of knowledge
without doing any harm (at least not on purpose), whereas “crackers™ are the real
bad guys. This debate is not productive; for the purposes of this discussion, the term
“unauthorized user” (UU) will suffice. This term covers the entire range of folks, from
those involved in organized criminal activities to insiders who are pushing the limits
of what they are authorized to do on a system.

3 Next let’s explore what it means to “get inside” a computer. This can refer to gaining
access to the stored contents of a computer system, gaining access to the processing
capabilities of a system, or capturing information being communicated between

o = -
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systems. Each of these attacks requires a different set of skills and targets a different set
of vulnerabilities. ;

So what do UUs take advantage of? Vulnerabilities exist in every system and there
are two kinds: known and unknown. Known vulnerabilities often exist as the result
of needed capabilities. For instance, if you require different people to use a system in
order to accomplish some business process, you have a known vulnerability: users.
Another example of a known vulnerability is the ability to communicate over the
Internet; enabling this capability, you open an access path to unknown and untrusted
entities. Unknown vulnerabilities, which the owner or operator of a system is not
aware of, may be the result of poor engineering, or may arise from unintended
consequences of some of the needed capabilities.

By definition, vulnerabilities may be exploited. These can range from poor password
protection to leaving a computer turned on and physically accessible to visitors in
the office. More than one technical exploit has been managed simply by sitting at the
receptionist’s desk and using his computer to access the desired information. Poor
passwords (for example, a username of “Joe Smith” with an accompanying password
of “joesmith”) are also a rich source of access: password cracking programs can easily
identify dictionary words, names, and even common phrases within a matter of
minutes. Attempts to make those passwords more complex by replacing letters with
numbers, such as replacing the letter O with the number zero, don’t make the task
much harder. And when a UU can utilize a valid username-password combination,
getting access to a system is as easy as logging in.

If a target system is very strongly protected (by an architecture that includes both
technical controls such as firewalls or security software, and managerial controls such
as well-defined policies and procedures) and difficult to access remotely, a UU might
employ low-technology attacks. These tactics may include bribing an authorized user,
taking a temporary job with a cleaning company, or dumpster diving’ (rifling through
trash in search of information). If the target system is not so strongly protected, then a
UU can use technical exploits to gain access.

To employ technical exploits a UU must first determine the specifications of the
target system. It would do no good whatsoever for a UU to use a technical exploit
against a Microsoft vulnerability if the target system is a Macintosh*. The UU must
know what the target system is, how it is configured, and what kind of networking
capabilities it has. Once these parameters (which can be determined remotely through
a variety of methods) are known, then the UU can exploit the configurations known
vulnerabilities. The availability of preprogrammed attacks for common configurations
can make this task quite simple; UUs that use these scripted capabilities are somewhat

derisively known as “script kiddies™,

One way a technically proficient UU can remotely determine the configuration of a
target system is through capabilities inherent in hypertext transfer protocol® (http).

5
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Users who access certain websites actually send configuration information, such as the
type of browser being used, to the requesting site. Once the system configuration is
known, then exploits can be selected.

Another type of attack is one that is preprogrammed against specific vulnerabilities
and is launched without any specific target—it is blasted out shotgun style with the
goal of reaching as many potential targets as possible. This type of attack eliminates the
need for the first step, but is less predictable in both outcome and effectiveness against
any given target.

It’s important to recognize that the end goal of unauthorized access varies depending
on the UU’s motivations. For example, if a UU is trying to gather a lot of zombie
computers’ for use in a distributed denial of service attack, then the goal is to sneak
a client program onto as many computers as possible. One way to do this fairly
effectively is through the use of a so-called Trojan horse program®, which installs the
malicious program without the knowledge or consent of the user. Some of more recent
mass Internet attacks have had this profile as an element of the attack pattern.

Protecting yourself against attacks is a multi-step process, which aims to limit and
manage the vulnerabilities of your system. (It's impossible to eliminate them all.) First,
make sure you have all the latest patches for your operating system and applications—
these patches generally fix exploitable vulnerabilities. Make sure your password is
complex: It should include letters, numbers, and symbolic characters in a nonsensical
manner. Also, consider getting a hardware firewall and limiting the flow of data to and
from the Internet to only the few select ports you actually need, such as email and Web
traffic. Make sure your anti-virus software is up-to-date and check frequently to see if
there are new virus definitions available. (If you are using a Windows system, you should
ideally update your virus definitions every day.) Finally, back up your data. That way if
something bad does happen, you can at least recover the important stuff. (1,023 words)

Terms and notes

2 cracker: someone who illegally breaks into a computer system
in order to steal information or stop the system from working
properly ®%

3 dumpster diving: the practice of sifting through commercial
or residential trash to find items that have been discarded by their
owners, but that may be useful to the dumpster diver' HEig3

4 Macintosh: a series of personal computers designed,
developed, and marketed by Apple Inc. F&#b (ERAEMIF
— RIS N\ AR )

5 script kiddies: a derogative term used to describe those who
use scripts or programs developed by others to attack computer
systems and networks and deface websites. They are more

immature, but unfortunately often just as dangerous exploiter of
secuidty lagses on the hifert., BT

6 hypertext transfer protocol: the set of rules for transferring
files (text, graphic images, sound, video, and other multimedia
I5e3) an e Widad Wide Wi MCRIRNORE.

7 zombie computer: a computer that has been secretly
compromised by hacking tools which allow a third party to
ool the ompuler sCi SRources eI TR 0L

8 Trojan horse program: a malicious computer program that
poses as something desirable or is hidden within a different
program to trick users into loading the malicious software onto
their computers K&
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Electronic Threats of a Computer'
Will Knight

1 Any computer connected to the Internet faces a daunting range of electronic
threats. Perhaps the biggest single threat to any computer is the humble software
bug. Seemingly harmless programming errors can be exploited to force entry into a
computer and also provide the weak spots that allow computer worms and viruses to
multiply.

2 Many software bugs will simply cause a computer to crash. But an expert programmer
can sometimes figure out how to make a computer malfunction in a creative way, so
that it provides access to secure parts of a system, or shares protected data.

3 When a software vulnerability is revealed, it is often a race against the clock to apply
the correct software patch before an attacker can convert the bug into an “exploit” that
can be used to cause major damage.

Viruses and worms

4 A computer virus is a program that spreads between computers by hiding itself within
a—seemingly innocent—document or application. A worm, on the other hand, is a
program that replicates and travels without “infecting” anything else on a system.

5 Many modern specimens of malicious code, however, use a mixture of tricks to cheat
their way onto computer systems, blurring the line between worms and viruses. The
terms are now often used interchangeably.

6 The first worms appeared in the 1970s and spread slowly between computers
connected to the same network. They simply displayed an annoying message on the
screen of each infected machine. The first computer virus, called Elk Cloner’, was
written in 1982 and infected computers via floppy disks.

Trojans and zombies

7 But viruses and worms no longer just provide a way for hostile hackers to gain
notoriety. Today’s viral code can contaminate computers at lightning speed, spreading
via email, peer-to- peer file-sharing networks and even instant messaging programs.
The most successful ones cause serious damage, forcing companies around the globe
to close down while infected computers are cleaned up.

8 A string of recent specimens have been designed to snatch passwords or credit card
information and install programs that can be used to remotely control infected
machines. These programs are known as Trojan horses.

7
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There is evidence that virus writers can earn large amounts of money by leasing access
to networks of compromised computers‘—often referred to as “botnets™. These groups
of remote-controlled “zombies” have been used to squeeze out money from websites,
by threatening to crash them with a denial-of-service (DoS) attack’. This involves
overloading a server with fake page requests, so that real messages cannot get through.

5»

Spam’, Spam, Spam

10

Spammers have also begun using botnets to forward unwanted bulk email advertising,
or spam, through scores of zombie PCs. This makes it far more difficult for spam
hunters to block the messages at source and catch the offenders.

Once considered a fairly minor problem, spam is rapidly spiraling out of control, and
much more than half of all email messages are now thought to consist of unwanted
advertising messages.

To combat computer scientists’ best efforts to stem the tide of junk email, the
spammers have had to become more cunning and sophisticated. More recently, “spim”
(spam by instant messenger) and “spit” (spam by Internet telephony) have joined the fight.

Phishing’

13

15

Spam’s more sinister cousin is the phishing email. This is a con trick that arrives as
an email and tries to trick a recipient into handing over money or sensitive personal
information like their bank account details or a username and password.

The simplest phishing tricks try to deceive a target into sending money as part of a get-
rich-quick scheme. But phishing tricksters are also getting more devious and recent
scams pose as customer service emails and send users to fake banking or commercial
websites where they are invited to “re-enter” their account information. '

Some genuine sites have even proven vulnerable to software bugs that can be exploited
to capture information from regular users. Phishing is especially threatening because it
can be used to steal a person’s digital identity.

Spyware

16

Along with spam and phishing, spyware represents the third of an unhappy trinity
of Internet pests. These harmful and secret programs typically find their way onto a
computer system alongside another, often free, software application, although some
can also exploit software bugs to get onto a machine. The programs are used to serve
up unwanted adverts, change system settings and gather information on a user’s online
behavior for marketing purposes.




