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Introduction

indows Internals, Sixth Edition is intended for advanced computer professionals

(both developers and system administrators) who want to understand how the
core components of the Microsoft Windows 7 and Windows Server 2008 R2 operating
systems work internally. With this knowledge, developers can better comprehend the
rationale behind design choices when building applications specific to the Windows
platform. Such knowledge can also help developers debug complex problems. System
administrators can benefit from this information as well, because understanding how
the operating system works “under the covers” facilitates understanding the perfor-
mance behavior of the system and makes troubleshooting system problems much
easier when things go wrong. After reading this book, you should have a better
understanding of how Windows works and why it behaves as it does.

Structure of the Book

For the first time, Windows Internals has been divided into two parts. Updating the
book for each release of Windows takes considerable time so producing it in two parts
allows us to publish the first part earlier.

This book, Part 1, begins with two chapters that define key concepts, introduce the
tools used in the book, and describe the overall system architecture and components.
The next two chapters present key underlying system and management mechanisms.
Part 1 wraps up by covering three core components of the operating system: processes,
threads, and jobs; security; and networking.

Part 2, which will be available separately in fall 2012, covers the remaining core
subsystems: I/0, storage, memory management, the cache manager, and file systems.
Part 2 concludes with a description of the startup and shutdown processes and a
description of crash-dump analysis.
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History of the Book

This is the sixth edition of a book that was originally called /nside Windows NT
(Microsoft Press, 1992), written by Helen Custer (prior to the initial release of Microsoft
Windows NT 3.1). Inside Windows NT was the first book ever published about Windows
NT and provided key insights into the architecture and design of the system. Inside
Windows NT, Second Edition (Microsoft Press, 1998) was written by David Solomon. It
updated the original book to cover Windows NT 4.0 and had a greatly increased level
of technical depth.

Inside Windows 2000, Third Edition (Microsoft Press, 2000) was authored by David
Solomon and Mark Russinovich. It added many new topics, such as startup and
shutdown, service internals, registry internals, file-system drivers, and networking. It
also covered kernel changes in Windows 2000, such as the Windows Driver Model
(WDM), Plug and Play, power management, Windows Management Instrumentation
(WMI), encryption, the job.object, and Terminal Services. Windows Internals, Fourth
Edition was the Windows XP and Windows Server 2003 update and added more content
focused on helping IT professionals make use of their knowledge of Windows internals,
such as using key tools from Windows Sysinternals (www.microsoft.com/technet
/sysinternals) and analyzing crash dumps. Windows Internals, Fifth Edition was the
update for Windows Vista and Windows Server 2008. New content included the image
loader, user-mode debugging facility, and Hyper-V.

Sixth Edition Changes

This latest edition has been updated to cover the kernel changes made in Windows 7
and Windows Server 2008 R2. Hands-on experiments have been updated to reflect
changes in tools.

Hands-on Experiments

Even without access to the Windows source code, you can glean much about Windows
internals from tools such as the kernel debugger and tools from Sysinternals and
Winsider Seminars & Solutions. When a tool can be used to expose or demonstrate
some aspect of the internal behavior of Windows, the steps for trying the tool yourseif
are listed in “EXPERIMENT" boxes. These appear throughout the book, and we encour-
age you to try these as you're reading—seeing visible proof of how Windows works
internally will make much more of an impression on you than just reading about it will.
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Topics Not Covered

Windows is a large and complex operating system. This book doesn't cover everything
relevant to Windows internals but instead focuses on the base system components. For
example, this book doesn't describe COM+, the Windows distributed object-oriented
programming infrastructure, or the Microsoft .NET Framework, the foundation of
managed code applications.

Because this is an internals book and not a user, programming, or system
administration book, it doesn’t describe how to use, program, or configure Windows.

A Warning and a Caveat

Because this book describes undocumented behavior of the internal architecture and
the operation of the Windows operating system (such as internal kernel structures and
functions), this content is subject to change between releases. (External interfaces, such
as the Windows AP, are not subject to incompatible changes.)

By “subject to change,” we don't necessarily mean that details described in this
book will change between releases, but you can't count on them not changing. Any
software that uses these undocumented interfaces might not work on future releases
of Windows. Even worse, software that runs in kernel mode (such as device drivers) and
uses these undocumented interfaces might experience a system crash when running on
a newer release of Windows.

Acknowledgments

First, thanks to Jamie Hanrahan and Brian Catlin of Azius, LLC for joining us on this
project—the book would not have been finished without their help. They did the bulk
of the updates on the “Security” and “Networking” chapters and contributed to the
update of the “Management Mechanisms" and “Processes and Threads” chapters. Azius
provides Windows-internals and device-driver fraining. See www.azius.com for more
information.

We want to recognize Alex lonescu, who for this edition is a full coauthor. This is a
reflection of Alex's extensive work on the fifth edition, as well as his continuing work on
this edition.
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Thanks to Eric Traut and Jon DeVaan for continuing to allow David Solomon
access to the Windows source code for his work on this book as well as continued
development of his Windows Internals courses.

Three key reviewers were not acknowledged for their review and contributions
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them! And thanks again to Arun and Landy for their detailed review and helpful input
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This book wouldn't contain the depth of technical detail or the level of accuracy it
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development team. Therefore, we want to thank the following people, who provided
technical review and input to the book:

m  Greg Cottingham
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m  AdiOltean

m  Alexey Pakhunov

m  Valerie See
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who really went beyond the call of duty: Gianluigi for his extraordinary help with
the BranchCache material and the amount of suggestions (and many paragraphs of
material he wrote), and Tom Jolly not only for his own review and suggestions (which
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The detailed checking Christophe Nasarre, overall technical reviewer, performed
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We would like to again thank llfak Guilfanov of Hex-Rays (www.hex-rays.com) for the
IDA Pro Advanced and Hex-Rays licenses they granted to Alex lonescu so that he could
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Finally, the authors would like to thank the great staff at Microsoft Press who have
been behind turning this book into a reality. Devon Musgrave served double duty as
acquisitions editor and developmental editor, while Carol Dilfingham oversaw the title
as its project editor. Editorial and production manager Steve Sagman, copy editor Roger
LeBlanc, proofreader Audrey Marr, and indexer Christina Yeager also contributed to the
quality of this book.
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Errata & Book Support

We've made every effort to ensure the accuracy of this book. Any errors that have
been reported since this book was published are listed on our Microsoft Press site at
oreilly.com:

http://go.microsoft.com/FWLink/?Linkid=245675

If you find an error that is not already listed, you can report it to us through the
same page.

If you need additional support, email Microsoft Press Book Support at
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through the
addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our most
valuable asset. Please tell us what you think of this book at:

http.//www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in
advance for your input!

Stay in Touch

Let's keep the conversation going! We're on Twitter: http.//twitter.com/MicrosoftPress.
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