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515 PE SUFHEE K Higs anR

1.1 PE X#HA8ZUBhA

PE 30483, BRI TR T AT ORI K —HF, F—RIINFE, BEEE—A B
ME LB, EXXHREMERSY. PE RN EHEER B OBEFRBERERIX KDL
B GEHNERIERSG UL (stack) HIBAIRINE.

PE ) 2 Portable Executable, &/ Win32 ¥ B 8 Fi# BT R, B
— L8R PE 4k K B UNIX 1) COFF (Common Object File Format) S #4:#& = . “ portable executable”
(AIBHERPATE) BWRE R SCH#ZE Win32 F&/: BIfF Windows 154776 3E Intel [
CPU _E, f£f] Win32 P& 1) PE e a8 #06 RAI A F i se Ak 2. 4R, BHE BRI CcPU
L PE $ATHLRBH — AR, Frf Win32 $UUTH (R T VxD 16 {7/ DID #E R PE
XA, B4E NT IR 2T (kernel mode drivers). RIMHF4T PE Ui R R
1i77 & Windows Z5 i B AL .

AN BABEN 1% T f# Win32 H ) “HIxt Bilithht” (Relative Virual Address, RVA) XA
%6 PE UHH R 2 M TER 2 LL RVA HFRE R, RVA BIHAH— AT T30 Hmg
HibE R RS . B0 HERF IR PE SCHEE A R Mt
ZMEH, M 10 000 h FFEEHI A7, W PE hREANRAEBZ S KRS Dos MZ

HihkJE 10 868 h, P4 i%FH RVA Bi 2 868 h. ¥ RVA R# 4 7] F 138 Header
£, HEN RVA HI{E N _E Module FEEHEEI AT, FEHiht 236 A\ BN AF Dos_Stub |
H# EXE 8% DLL 2R sfbil, &R Win32 Fi— P EEMS. PE Header
1. PE X B IR E KR Section
Lokl

PE X Z10 BEE R AwmAE 1-1 fim.

(1)DOS MZ Header (PE &3k ). PE XX & IF4h & — /MR 2./ DOS
MZ Header, & —" IMage_DOS_Header &t H T B, WMRBEFE
DOS T#47, DOS BieeiRAl X 2 F R MHITE, R5E1T7EBE DOS
MZ Header .5/ DOS Stub. Section. .

(2) DOS Stub. DOS Stub & —/H ) DOS 2/, FAHALMIM
HATPAT ORI K —#E, PE RKFHFIRESHHIBRITHL . XA Section N
KHEFT R DOS Stub —/ME/ME DOS 2R, FREMA “This & 11 PE HLEHK
Program cannot run in DOS mode” X IRER . WRE—NDALHF BEERA
Win32 HFIB1ERZE LIEIT—4 Win32 2%, MaRBXMEIREA. ;
2 Win32 In#ARE —4~ PE SAMBURBIN A, AFEBESCF (memory mapped file) HI5—4
FHXNE DOS Stub FIFE—NFH. BATEA LY DOS Stub HITREMTIR, HHKE

Section 1

Section 2




2 A3 o AT KR FEAR

BB DL T B R HIC g8/ 328 B ah A, BATH THENET . E#E#F DOS Stub )2 PE
Header.

(3) PE Header. PE Header & IMAGE_NT_HEADERS ##Hfiifk, B H&TIRE PE X
HHBANFFR TR EA BN EES. PITERAERF PE XS4 HIRERS D HAT, B
PE %: 845K . DOS MZ Header H1F#k%| PE Header HIEtA RIS, B3 E M FIELIFHIX
43k PE Header .

(4) Section Table. PE Header ¥ FRHJEIZEA L4 Section Table (F%). PE (4
HulUAH N A, SR —RMGHAREGESE, g, 5%, RITALHEE
PE XX R A — B80S, PE Header ZREALA boot X, T sections B /& & Fh3C 1,
TR BRRE AR BN R, RE. Bk . Ak Section Table Z5H%04 i
BIAT, MAEIAER, SMREEEN SRR, RS E R RE RS,

2. PE X+ £ 2547 HF ]

33 PE XAFH EEBAT S BUT .

@ PE AT, PE 258840 & DOS MZ Header HL[fiff) PE Header W& . R
F|NBk¥ 2| PE Header.

@ PE Z#HAF A PE Header (A 20t WG %%, #ibk#: 3| PE Header 1R 5.

@ KIR PE Header ffJR753K. PE B&EIBEHIL P HINE R, IFRF S0HBE 77X
SESTRRI B P £E, [R5 R B AR 1 R

@ PE X B AAF)G, PE AT PE S0 24 import table (5IANFE) iE
H{ERT . FEFPREB A I % 75 B4R 4R IR £ BR300 DLL 3O, XTS5 75 B0 58 H AR sk B H kit
FAF Z R BOEAD B Z AT SO B R, TR B 1R AR IMAE PE SCHEH Import 1, PE
A RN R I b TR

—fBR Ut Import R AFMAEFRT I idata BRef, & —BH & HABSN K DLL B8R $ &%504E
FR. BEHREZEFE Import RAEAE idata R, ABATHINT Import K KL K T H
He, EAHER, RETHT Import 45 H 5t ALK A7 Import FAIHHE .

1.2 BFORAVER

T 7 BN S L SR R PEA T 0 5 AL BRI [a) A, B DABRATT A L T R AT S
HIEB R AR

(1) text. text ETEGm BFERIL G045 RIHR =L —Fhik. BN B LRIESMRE, TEN
DUENER . X BRI R LLA Mot B 1 EXHRFE R RIS B . SR
IR AAUE R . PE UHRIEATHE 32 AT, B LA Wb BRMe N [R) STt 7= A AR
I3 BT B HIB BT B AR SCF ) text BRIEBE K — AN K text B . 10 5% FI 9 2 Borland
C++, HYmiEaR =LA T4 A CODE MR, MAR text.

(2) data. WA text R BRINAIRIGHR—FE, data RAIIALRIEIE . X BRI 4035 G 1%k it
WATEEALH globle I static 258, HAREFRFE ., EE¥ OBJs K LIBs LA data 454 5%
—/N KK data. local B EFMAE—NEMERIHEER T, A data 7 bbs FI45A]. FI text —FF,



% 1% PE XL R &SR 3

Bl PR DL SCH T AR BE ST |, BT LA ERATAR B L B 3L n 2%

(3) idata. idata TPRMALIE, QFEWMAHFM@AMIEZ FR. idata BEHABSE
DLL HIBREREIRER . ZRDIBE S BT FREM, RKEBHZERET PE XHHH
B— AR BRI SRS TZh, BERIMEEANGER, LANEMBROEECHEHE
K.

(4) rsreo rsre AEBIRATMBIR, WER. KERVEE, ZRFELEMR .

(5) reloc. reloc fRAFEEMIHEEE BN R . MR F A REHOE AR T8 € B Mok e B 014+
B, WENELSHEVHMHTRRITHE, EhitEEMROETABIENEE. R
PERNE T RRS 1L R B O, ERAEE reloc H B E E AL EHE -

(6) edata. edata &i% PE U4 BRI EHE 7R, DAMEILMBRGI M. 530
AAR., BRBRLIEHHBREGE IR, PE &R CHERELERE —A R, il
% HRAE DLL X4 A4 7T A3 edata 3.

(7) tls. tls IR “thread local storage” (ZRFEAHIfEfE2%), © 5 Win32 i TlsAlloc
RYIDIREH XK.

(8) rdata. rdata U #27E data B¢ bss /8], EEFPRDOHABZHSREIE. EED
APAES T Z 2 rdata, —J27E Microsoft FIE# %~ 4 ) EXE X4, HTHFBERHE
X, ZRATHABORHTR . WREFK DEF 3CF+155E T DESCRIPTION, 7% & 5t
2 HILFE rdata o

1.3 Import Table (3IAZR)

B, BIVETHRAARTINEE . — N5 AREOR BB A B XARTE R E R
HHERE, HETarEA “import” (5IN). FIANREER T—Pe#EELH DLL B. A
ERRE R — R EE R, BFERHL LB DLL 4. PE 3£/ IMPORT £/
4hEB DLL B, CALL $54 SEBr B R AL EXE 30 text A Jmp dword  ptr [XxXXxxxx]
84 (MR FEHAKRE Borland C++, W7E icode HtH), Jmp 8L EBEE T A REIEK
H bk . $E8002 545 B R R B0 Bk 78 % ok B E A B BAT SR o, TR B
BAERRIBAE PE UK idata H, 502 Import 5. I FRAVKAN TR T EEREFHATR
HAT—RFIM TAE, FERZ KRR Windows ] APL AR, BTUARANTLIMR AL T ## Import
B st g ApL

1.4 Export Table (3|H&)

% PE BB EBPIT—ANFEFR, EIAH% DLL 3N ZHFRI I, R ERE X2
I NREUE B, Z A DLL 5 E 52 0k $thbk Sk & IE F 2% . PE 282848 192 DLL
)5 k% . DLL/EXE 25| H— AN K$4s HAh DLL/EXE £/, ARMEITE: @Eids
45 WA GE FEGI . thinFEA DLL 5[ 24 “GetSysConfig” HIERE, WRE
AR5 H, B4 DLL/EXE # ZE RIS R, LIS k%4, $l2 GetSysConfig.
FE—AIEREESFEEI . A ARFER? FEHEME—$8E DLL FEA R 16 {1



4 A @ 94T EABA

¥, fEFTfeME) DLL 82— 1. #lw, DLL i LUEFE FHEIH, B 16,
AR HoAth DLL/EXE 45 B2 A XA R U 4 LLZAEE A GetProcAddress IS %, X2
BHERHEIH .

BAIRABOGE S P05 | R HOX M3, IX4HK DLL 4647 L) &. — 5 DLL 7
RN, TP R TCESAR RBP4, IXFEE A% DLL () H AR P #0081k TAE

1.5 PE XH8\PEVESH R EIER

1. 44

& PE HEMEMT, WRRZHEE, W FRERECHTHRE, HREREN
Rl mE. —CERERE, XA HbbSRE R WS, RIEAEET, BRIEEANED.

B, ORI HEE. HCanF 16 BEEIgEE AT T PE XX, BEFIRIHILE (REE) MR
S bl BAVEFEA SR SO E, BT DL SO R RS .

B, A WU BN, tRanEEL PE 0k, IEEA PE SCHEBU B A
B, XERAAFER R, R AE S — AN SO P RS, IR A XA PE SO
BRI BN AF G 2 TE e P i, P SCfF R st ik hn_E BRSP4 7 B bk T LL/8 BI7E
ZEEM WA L '

B=F, PUT PE Y, PE XA BRABBAINE, XHLHFEMRZ RVA. s
E— S RVA, HBAEA AL RVA 5UAT LS 3 R 42 %454 i S bRk

2. o

PE M-S B AR RS Hi: Bif PE XL —ANEH A DOS MZ header FF 4,
#W# 0 &b DOS T aIHAT IR “MZ br&”, BTE, —HBEFZE DOS F#4F, DOS
BUAETRA X A B PAT I, RGBT R MZ Header 2 5 DOS Stub.

DOS Stub 3Efr ERANF R EXE, ZEAZHF PE XK RBEER S D, ©RRipER
—MEIRIER, BT FFFE “This program cannot run in DOS mode” B{EF2FE R Al iR 4E A
CHEE LI EER DOS 1%, @ DOS Stub HIVC4wes/dniFas AEIERK, WAL
ARARK, B 598 FH 7 21 h iRSS 9 K B/RFF 5 “This program cannot run in DOS mode”.
%33 DOS stub [#)/2 PE Header.

PE Header = PE #HX45#) IMAGE_NT_HEADERS MIfi#Rk, H .4 Ti5% PE 35
F 20 E B35, 7] AT U E SCRE PE UG/ VE R Z H $04T T, PE 380884 . DOS MZ
Header i) {w# 3CH 4tk %] PE Header W4T E. FMBkid T DOS Stub B E M B IE
K304k PE Header.

PE UM EIE A BRI Rk, #RZ A Sections (). 172 —HiiA L F B HKEIE,
teln “text” 4§, M2, B—HHANBTEHRM4WR? Lh L PE KA S4B A E MR B4
IR BN R AT b, TAUELHELL “text”, “data” K%, Hirk AN TETIRG,
FL, BATmEN PE A&XMCH#ITES, Hit BT U AER—ANH R, HFEgkS
HRPER AT T .

PE Header # FRAIE4 45H) Section Table (1K), BN EMEEX NI KBS, X4



I

%1% PE XHHERTAE 4R 5

B RN EDRBERES. WRPE XMHREF 5, BAGEHMHEANRE 5 DHs.
LA_ERER PE SCH# S B2 A o

1.6 /) i

A LAEH, PE SCHLHEMASH DOS B MZ # AT HAT U EE R G S, DhRemitae
BETERKY ZRAMR, XL HFERIERERNSIFTRER . (B8 XAET R
fit b, Lk Windows 3.1 ) NE #& {0 TRZ, XARSUMH T PE XA NBED) kR A X
B R T 9 AR B AR R A e




o 28 BRIFRINEEIAR

2.1 FHHAIR

7o G4~ “F0” AT EA TR ERBMET) AR RPN, &
IR R ikt TR (R BB . B AR T R R th 3 R R A 28 o 7 A
5t AASRFHARME. KXW AREBRA LS, BMYAZRESHT, 3HWH
FERGRY H ORI R EMAE. R, EEHLRER BT BT ITHRA TR KR
BB ST AR . BA—RERETRFEIT, EHEH RETHENR
PRANES .. MESIEY TR RES AT —F, BTXBREFNARR LTI
R EHREHEFRNMT, FHERFMTEXHERERFRL 7”7 T. KEHENAR
FHRFAETLIL, HEERRFMEBGTHIRTE. WRBATABA K B 539781,
FERl R —BPUT T IRGFEF AT E K AL REFABEMRERE S TRBES . %, %4
e )a AR & s T, SERXBUREDE T RMEFET, ERES. mEEHREE
R R GG TR P B AR, AR5 B ST AR 4 TR IR TR P « SR B 52 AT 43 b In 2 52 0 R 45 5%
METHEZBNBREAN T RBEFEENADR, ESH7TREEBRRBADMER. FE
k.

22 NIBBRIPFEN

AT R T A CKERME, BBEMNRERT —EnFERRY, HITELERENRR
K% A RESRE INE A HLRATERE. RESWKMBEREFRE, XERNXFNMEIL
FCH ILE I R 52

1. Themida #m % 7%

W 2-1 fi7R, Themida /2 Oreans f—#K MWL, R—#KBH HHMBE R, HRD
TR PP 5052 56 HE 0398 1) R AR A RBCARR 1) 7 2 T LT AR

2. Armadillo f2 % 7

W 2-2 Bz, Armadillo W] LLE H-& M ERORIPFRRF, T LARI B 2 24 6 ER 4 AT %
BRI BERIPRE] RELPREI, REEARAEERM Armadillo 5. RASHERZ—, &
MRZAAREENER, KMETXERMN, F—MERBELTR, F_ME:
CopyMem-I1+Debug-Blocker.




F2F HAGRERK 7

: *UNSAVED*

e ST

R

o s
Bl 7

‘Project uses default li.ngu-age text.

Version not defined (in project file).

Protection: Standard Only, Standard SoftICE detection

Using BETTER compression.

o certificates defined

B 22 Armadillo n% 5%
HbruEMFE T R KRR ES B L, MOHET N NTNREFZ Armadillo 55 K% A .

3. EncryptPE % 7

EncryptPE 5t W1 2-3 fi7R .

(1) EncryptPE fein® 547 % # PE 304 (EXE. DLL 1 OCX & — 25 NT R %572
FP), Bilb#asatss, REVSIER, AR AR, PbER. BRI HIRR
5 (Softlce. TRW /% OllyDbg ). WM#l#$ A1 DUMP T H %54k, EncryptPE K H #In% {r




8 B E @ AT E AR

T File to encr ‘: B R s ‘H{;ﬂ]
I Popup registition dislog every [minutes] A T

{|Expite Date 207 S|
[LJErpts st Tines of ] Encyplionpassword: |

ClEsks i\ Charecteisic rtoger: 0| Servce: ]
[ |Each session s limited to [minutes]
v | Compress customized resource

[Delt e i6h dwadiecy

Use warning color after expiration: !. I:Fled ' »j
v |Embed required DLL for packer into output fle

B 2-3 EncryptPE &%
FHIFBOEH: BEAMERE. CRC K. . Bk, BHEEN. APIHOOK., %4
. s T R e RES.

(2) EncryptPE RERFEE AR BIE M, BN EMERE. BRERHE AR, Rl
AR PR RO PR #1822 K i R 25 T g .

(3) EncryptPE BERIE B P KINLERE B M 5 R % i f 4R 3 S o S0 fiHAg,
M 2 03 VA BE N LI B — P F T A A 8.

(4) EncryptPE X#ZEF, HAHFNERGERELESED.

(5) EncryptPE [0 NERMREETHN T ENREED, ET Ot MEERFR, R
I AEROIN TR 5 I T IR R — A3k, 0 T 388 R A B

(6) EncryptPE R £ hn# KA 7l LLEAT F £ # Windows ¥4, % Windows 9X/
ME/NT/2000/ 2003/ XP.,

2.3 [EYERIPFEEIT

1. UPX E%FRP £

WK 2—4 i UPX E4afR7 5518474 DOS F 75 Bh S0

(1) UPX B—aK UM AT ATRE U RS, FE4E BRI BT SO AR AT 457y 50%~
70%, XFER> T HERE G 2] 4 A E A a AR B At 40 A7 DL R B hs 2 A

(2) it UPX 48 MIFRFF AR P e S R BA ThEsti ok, MRS i —FREA] IE ¥ HIE AT,
TSR HI R 2 Bk OB A AR .. UPX THEE S RER A HAT SO R, 015
Windows 95/98/ME/NT/2000/XP/ Vista F&FMshA8EEEE. DOS #2F UK Linux AJ#U47 304
FZ Lo




$2F HAeGeEEA 9

' C:\Documents and Settlngﬂ\a\,ﬁﬁ\

Woage: upx [-123 BIdIthULY [—qgufk] [—o filel ¢

' for nore de

BSOLUTELY NO U

K 2-4 UPX E4a{R47 708 et

2. ASPack /E454%3 &

W 2-5 i & ASPack, & ik EE# Alexey Solodovnikov 5 fitl— 3k JE % 1 9 Win32
W AT BAT OB R, AR 7 (8, T B
VEMREREE. LIERIESE TR, @ 2RS4
M BSOS EAT Fs s, PR 4R AMEAA21H], {H

REGEAFEFENT, WRMETLARE | wr o MSSTR
o SNHIROREDRERRAD, KHOU | omcejsn o izrioml

ToiEfEFT . T ASPack MIMURFRRZEIX ., ASPack | e :mfzs ’
REIIX Win32 JHTRFETESANIL E | LI
FEREFRIEFIEIT, 2Z2ASZIUEMEWE.,
T EHEMEIR 22K ASPack MARZH kR, HE | |
BEGTHCEPTESES, T4EErEs ¢

15 50%~70% o Kl 2-5 ASPack FE4ifRY 5%

3. Petite 2.3 -GUI

& 2-6 Fix, Petite f&—4> Win 32 (Windows 9x/NT %5) AJ$fT X E4E%%. © 0
VFIEGE A T HAT SO RSB, AEIE4R PE SCHFHI code & data S5 %Y. Petite AILLH
B 8 4 W] BT SO B MRS ER 4, DA R MRSy TR AR B . R4 I I SC AT RE SR AR IR



10 KA @ AT AR

SRR IEARRR A —FE o

E 2-6 Petite
U ERREHEHMAR T RO — B IMFFRMELET. WRAFKE I, 7 LIE% Wi
FrE R EE. '

24 )\ =

P RAEERSFAIE MERAFR RN, TUSEZORDBEEFRHHRE %, #
FREFPRODRIREE . 7O FIINFE RN [RIRT , 25 7R PR AR 2 A B0 4 PO A 2347 S K,
ARSI U RARA BB, XEEEREER, BRERFXRAMLET
Ko

S8, EEFEMFTRAN EE— N BA BRI MFERM, SEAKTES BB L
MFERRAE . XA R FEX R ABIF MR HE, In: X IAT BT B ALEE, A Anti-Debug
BB LA RAR BT [ A7 5 5%

TIN5 A 1R S5 BEXTIRAR PP ARG HEAT 204, SRIEHHAT RIS B S 5, 7Eix AN
T2 PP 7 AR N A 3 AR N BNRAR P o o 0555 IR PR 7E 0T FO I 4% 2 2 BR AR 3 AT 1,
i B AR R PR RAEMEAR T SERUIN), IXAEBUR A T W IAADE SRR RE, R B — ek
FH IS HEAP $AT/ER)E IMP BIRARRL MR F A 30T - BRZEIR 2 55801 A T ORI
Tk, AEMFERFEAERFS “@ASR” MgERE, Q% ESHn%SaEER
FFHISME, KEMREF A ZE, RERBT R MBI OEP A\ O SRE R LLIE# 40
H 52

AT RBHEERABAFEMTRR, HRARRBRARLAMTA R A TR, 7
S ST TT . (B R BEE R MHERE , B 13 M A B AT S AR ORI IR
50, BARIE A S HTRARBEAW IR MBI P A AR GRS, i RIT A
BT R BRI 4T A R RS I R R 15 . BFSUBOAR I IF R T H SR T

TNV, F3. THMESE RS TEARR RIS G HEFTF & 5 R HiR
BIRARHERVEA -




