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Introduction

Welcome to the Windows Server 2008 Active Directory Resource Kit, your complete source for
the information you need to design and implement Active Directory in Windows Server 2008.

The Windows Server 2008 Active Directory Resource Kit is a comprehensive technical resource
for planning, deploying, maintaining, and troubleshooting an Active Directory infrastructure
in Windows Server 2008. While the target audience for this Resource Kit is experienced IT
professionals who work in medium-sized and large-sized organizations, anyone who wants to
learn how to implement and manage Active Directory in Windows Server 2008 will find this
Resource Kit invaluable.

One of the new features in Windows Server 2008 Active Directory is that the term Active
Directory now covers a lot more territory than it did in previous iterations of this directory
service. What was previously called Active Directory in Windows 2000 and Windows

Server 2003 is now called Active Directory Domain Services (AD DS), and several more direc-
tory service components have been included under the Active Directory umbrella. These
include Active Directory Lightweight Directory Services (AD LDS), Active Directory Certificate
Services (AD CS), Active Directory Rights Management Services (AD RMS), and Active
Directory Federation Services (AD FS).

Within this Resource Kit you'll find in-depth technical information on how Active Directory
works in Windows Server 2008. In addition, you will find detailed task-based guidance for
implementing and maintaining the Active Directory infrastructure. You'll also find numerous
sidebars—contributed by members of the Active Directory product team, other directory
experts at Microsoft, and directory services MVPs—that provide deep insight into how Active
Directory works, best practices for designing and implementing Active Directory, and invalu-
able troubleshooting tips. Finally, the companion CD includes deployment tools, templates,

* and many sample scripts that you can use and customize to help you automate various
aspects of managing Active Directory in enterprise environments.

Overview of Book

This book is divided into the following five parts with the following chapters:

Part | - Windows Server 2008 Active Directory Overview

B Chapter 1 - “What's New in Active Directory for Windows Server 2008” This chapter
provides an overview of the new features that are available in Windows Server 2008.
If you know Windows Server 2003 Active Directory, this is a good place for you to get a
quick overview of some of the new material that will be covered in this book.

xxiii
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Introduction

B Chapter 2 - “Active Directory Domain Services Components” This chapter provides

an overview of Active Directory Domain Services—if you are somewhat new to Active
Directory, this is a great chapter to get you started on the terms and concepts that make
up AD DS.

Chapter 3 - "Active Directory Domain Services and Domain Name System” One of the
most critical components that you need in order to make AD DS work efficiently is a
properly implemented DNS infrastructure. This chapter provides information on how to
do this.

Chapter 4 - "Active Directory Domain Services Replication” In order to work with AD

DS, you will need to understand replication. This chapter provides all of the details of
how AD DS replication works and how to configure it.

Part Il — Designing and Implementing Windows Server 2008
Active Directory

B Chapter 5 - “Designing the Active Directory Domain Services Structure” Before deploy-

ing AD DS, you need to create a design that meets your organization’s requirements.
This chapter provides the in-depth information that you will need to do that planning.

Chapter 6 - “Installing Active Directory Domain Services” Installing AD DS on a Win-
dows Server 2008 computer is pretty easy, but there several variations on how to per-
form the installation. This chapter describes all of the options and the reasons for
choosing each one.

Chapter 7 - “Migrating to Active Directory Domain Services” Many organizations are
already running a previous version of Active Directory. This chapter provides the details
on how to deploy Windows Server 2008 domain controllers in this environment, and
how to migrate the Active Directory environment to Windows Server 2008.

Part Ill - Administering Windows Server 2008 Active Directory

B Chapter 8 - "Active Directory Domain Services Security” AD DS provides the core net-

work authentication and authorization services in many organizations. This chapter
describes how AD DS security works and the steps you can take to secure your AD DS
environment.

Chapter 9 - “Delegating the Administration of Active Directory Domain Services” One of
the options in implementing AD DS is that you can delegate many administrative tasks
to other administrators without granting them domain level permissions. This chapter
describes how AD DS permissions work and how to delegate them.

Chapter 10 - “Managing Active Directory Objects” Most of your time as an

AD DS administrator will be spent managing AD DS objects like users, groups
and organizational units. This chapter deals with how to manage these objects
individually, but also provides details on how to manage large numbers of these
objects by using scripts.
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Chapter 11 - “Introduction to Group Policy” A central component in a Windows Server
2008 network management system is Group Policy. With Group Policy, you can manage
many desktop settings as well as configure security. This chapter begins by explaining
what Group Policy objects are and shows how to apply and filter Group Policy objects.

Chapter 12 - “Using Group Policy to Manage User Desktops” One of the important
tasks you can perform with Group Policy is configuring user desktops. In Windows
Server 2008 and Windows Vista, there are several thousand Group Policy settings avail-
able. This chapter describes not only how to apply the policies, but also which policies
are most important to apply.

Chapter 13 - “Using Group Policy to Manage Security” Another important task that you
can perform with Group Policy is applying security settings. This includes settings that
will be applied to all users and computers in the domain as well as settings that can be
applied to individual computers or users. This chapter provides the details on how to
configure security by using Group Policy.

Part IV — Maintaining Windows Server 2008 Active Directory

Chapter 14 - “Monitoring and Maintaining Active Directory” This chapter prepares you
to maintain your Active Directory infrastructure after you deploy it. This chapter covers
how to monitor your AD DS environment, and how to maintain the AD DS domain
controllers.

Chapter 15 - “Active Directory Disaster Recovery” Because of the central role that AD
DS has in many corporations, it is critical that you know how to prepare for and recover
from disasters within your AD DS environment. This chapter details how you can do
this.

Part V - Identity and Access Management with Active Directory

Chapter 16 - “Active Directory Lightweight Directory Services” AD LDS is one of the
new server roles that is included under the Active Directory umbrella in Windows
Server 2008. AD LDS is designed to be an application directory—this chapter describes
how you can deploy and manage your AD LDS environment.

Chapter 17 - "Active Directory Certificate Services” AD CS can be used to provide the
public key infrastructure that provides digital certificates that are so critical for many
network security implementations. This chapter describes how to plan and implement
AD CS.

Chapter 18 - "Active Directory Rights Management Services” AD RMS provides the
tools to apply persistent usage policies to information that stays with the information
even as it is moved around or outside the organization. This chapter details how to
implement AD RMS.
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B Chapter 19 - “Active Directory Federation Services” AD FS provides a means to enable
users to access multiple Web-based applications in their organization or in other organi-
zations while only authenticating once. This chapter describes the AD FS deployment
scenarios and how to implement them.

Document Conventions

The following conventions are used in this book to highlight special features and usage:

Reader Aids
The following reader aids are used throughout this book to point out useful details:
Reader Aid Meaning
Note Underscores the importance of a specific concept or highlights a special
case that might not apply to every situation
Important Calls attention to essential information that should not be disregarded
Caution Warns you that failure to take or avoid a specified action can cause serious
problems for users, systems, data integrity, and so on
On the CD Calls attention to a related script, tool, template, or job aid on the
companion CD that helps you perform a task described in the text
More Info Points out Web sites or other related material that you can access to get
more details about a topic described in the text
Security Alert Emphasizes information or tasks that are essential for maintaining a
secure environment or identifies events that indicate a potential
security incident
Sidebars

The following sidebars are used throughout this book to provide added insight, tips, and
advice concerning Windows Server 2008 Active Directory:

Sidebar

Meaning

Direct from the Source

Contributed by experts at Microsoft to provide “from-the-
source” insight into how Active Directory in Windows Server
2008 works, best practices for planning and implementing the
Active Directory server roles, and troubleshooting tips

Direct from the Field

Contributed by directory service MVPs to provide real-world
insight into best practices for planning and implementing the
Active Directory server roles and troubleshooting tips

How It Works

Provides unique glimpses of Windows Server 2008 Active
Directory features and how they work
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Command-Line Examples

The following style conventions are used in documenting command-line examples through-
out this book:

Spde | Meanng . ...

Bold font Used to indicate user input (characters that you type exactly as shown)
Italic font Used to indicate variables for which you need to supply a specific value (for
example, filename can refer to any valid file name)

Monospace font Used for code samples and command-line output
%SystemRoot% Used for environment variables

Companion CD

The companion CD is a valuable addition to this book. Many of the tools and resources
mentioned in the chapters are on the CD itself; you can access other tools and resources via
links from the CD.

For documentation of the contents and structure of the companion CD, see the Readme.txt
file on the CD.

Management Scripts

A set of scripts to manage Active Directory is included on the CD. Among them are scripts to
get information about Active Directory objects and scripts to create or modify these objects.
These scripts all require Windows PowerShell. The following scripts are included on the CD:

AddUserToGroup.ps1 Adds a user account to a group in the same QU

CreateAndEnableUserFromCSV.ps1 Creates an enabled user account by reading
a .csv file

CreateGroup.psl Creates a group in Active Directory in the OU and domain specified
CreateObjectinAD.ps1 Creates an object in Active Directory

CreateOU.ps1 Creates an organizational unit in Active Directory

CreateUser.ps1 Creates a user account in Active Directory

EnableDisableUserSetPassword.psl Enables or disables a user account and sets the
password

GetDomainPwdSettings.ps1 Obtains the password policy settings for a domain

GetModifiedDateFromAD.ps1 Lists the last modified date of a specific user onto a local
or remote domain
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W ListUserLastLogon.psl Lists the last logon date of a specific user onto a local or remote
domain
LocateDisabledUsers.ps1 Locates disabled user accounts in a local or remote domain

LocateLockedOutUsers.ps1 Locates locked out user accounts a local or remote domain

B LocateOldComputersNotLogon.psl Locates computer accounts in a local or remote
domain that have not logged on for a specified number of days

B LocateOldUsersNotLogOn.psl Scans a local or remote domain for user accounts that
have not logged onto the domain for an extended period of time that is specified in days

ModifyUser.ps1 Modifies user attributes in Active Directory

B QueryAD.psl Queries Active Directory for objects such as users, groups, computers,
and so on

B UnlockLockedOutUsers.ps1 Unlocks user accounts that are locked out

In addition to these scripts, many of the chapters contain references to additional scripts that
perform the management tasks included in that chapter.

Full documentation of the contents and structure of the companion CD can be found in the
Readme.txt file on the CD.

Using the Scripts

The companion CD includes scripts that are written in VBScript (with a .vbs file extension)
and Windows PowerShell (with a .ps1 file extension).

The VBScript scripts on the companion CD are identified with the .vbs extension. To use
those scripts, double-click them or execute them directly from a command prompt.

The Windows PowerShell scripts require that you have Windows PowerShell installed and
that you have configured Windows PowerShell to run unsigned scripts. You can run the Win-
dows PowerShell scripts on Windows XP SP2, Windows Server 2003 SP1, Windows Vista, or
Windows Server 2008. In order for the scripts to work, all computers must be members of a
Windows Server 2008 domain.

Note  Forinformation about the system requirements for running the scripts on the CD, see
the System Requirements page at the end of the book.

Find Additional Content Online

As new or updated material becomes available that complements your book, it will be posted
online on the Microsoft Press Online Windows Server and Client Web site. Based on the final
build of Windows Server 2008, the type of material you might find includes updates to book
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content, articles, links to companion content, errata, sample chapters, and more. This Web
site will be available soon at http.//www.microsoft.com/learning/ books/ online/serverclient, and

will be updated periodically.

Digital Content for Digital Book Readers: If you bought a digital-only edition of this book, you can

enjoy select content from the print edition’s companion CD.
Visit http://go.microsoft.com/fwlink/?Linkld=109208 to get your downloadable content. This content

is always up-to-date and available to all readers.

Resource Kit Support Policy

Every effort has been made to ensure the accuracy of this book and the companion CD
content. Microsoft Press provides corrections to this book through the Web at the following

location:
http://www.microsoft.com/learning/support/search.asp.

If you have comments, questions, or ideas regarding the book or companion CD content, or if
you have questions that are not answered by querying the Knowledge Base, please send them
to Microsoft Press by using either of the following methods:

E-mail:

rkinput@microsoft.com

Postal Mail:

Microsoft Press

Attn: Windows Server 2008 Active Directory Resource Kit
One Microsoft Way

Redmond, WA 98052-6399

Please note that product support is not offered through the preceding mail addresses.
For product support information, please visit the Microsoft Product Support Web site at the
following address:

http://support.microsoft.com
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