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Research and Implementation of Attack Graph Method
Based on IPv6 Network

ZHANG Teng, GUO Yanhui

(Information Security Center, Beijing University of Posts and Telecommunications, Beijing 100876)

Abstract: With the development of IPv6 network, security problems have become increasingly prominent. Because of
the difference of IPv4 network and IPv6 network, the safety evaluation methods for IPv4 network can not be the
original effectively used in IPv6 network and the special security evaluation for IPv6 network is displayed in a way that
is more rare. Through the research of vulnerable characteristics on IPv6 network, this page constructs attack pattern
knowledge database on IPv6 network. Compared with the previous research of attack graph on IPv4 network, the
attribute attack graph for IPv6 network is specifically put forword and also how to construct the model of IPv6 network
attack graph and the core algorithm is studied. By the manner of using depth first search for mining vulnerability
information, finding the path can reach the final goal. In this paper, the test was carried out on the generation of IPv6
network attack graph baesd on the campus network. Using the document analysis method can permeate the weakness of
the IPv6 network information uploaded to the repository, and through using the Graphviz API and the knowledge
database, using Myeclipse developed the attack graph generation mode, the test finally generated the attack graph on
IPv6 network. During the experiment of the attack graph, the theory about IPv6 network attack graph has been verified,
the blank of using attack mode and weakness knowledge database for automatically generating attack graph on IPv6
"network has been solved. This page has provided the research direction about IPv6 network attack risk assessment
method based on attack graph.

Key words: IPv6 network; Attack graph; Attack pattern knowledge database
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Cloud Computing Model for Pipelined Tasks
Improvement of MapReduce

ZHENG Yuhan, GUO Yanhui

(Information Security Center, Beijing University of Posts and Telecommunications, Beijing, China)

Abstract: With the development of cloud computing, more and more tasks rely on cloud computing platform.
This paper analyzes shortcomings of Hadoop in pipelined tasks, which is a mainstream instrument of cloud
computing. Based on the MapReduce model, Map-Reduce-Reload model is proposed to solve the problem. The
effectiveness of the proposed Map-Reduce-Reload model in handling pipelined tasks is verified by the results of

contrast experiment.
Key words: Cloud Computing; pipelined tasks; MapReduce; Map-Reduce-Reload.
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