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® Nmap /M4H
Windows | %%% Nmap
Linux/Unix J5#5%%1% %3¢ Nmap
Linux i d RPM 4K 44042 4 Nmap
Mac OS %3 Nmap
® Nmap iHik
e Nmap 414
e Nmap H#if5 e B
ARZEATENBAE)ILKERCF 6 P W] 2% Nmap, HNHZF @R, Bdas 51
BURBEATRE UL, 1EA) 2 W] LR PR % 48 %3¢ Nmap £255, LLR G fa] 187 5 Ho A8 F Nmap 45—
AN HprHsE, —A TP B, MIMIEA Nmap ZiE ALK KT,

AE IR

*1.1 F—EMFIEM

A EAEEE ez e R kil

mllmall A

Nmap [FJHL2FRE “Network Mapper”, H3Ch “MZE B8 7. Nmap & — 3K FFBIRR




FEL PR P 2 RN A 22 2 W TR, B Rt H AR R R i KA M4, SR eaiia £
IR AA . Nmap LABTHUR 77 AEAI R G 1P RSO AL 2 EATRLE AL, X EE
A Ak (VAP LZTIRAD, RFBITEHABIERS (BFRARGE R, B A
KRR JE2E/B K3, UAK—L6HAThAE . BAR Nmap & H TREHK, TFERAE
T 57 R 09 9 PR 67 P e R Al — 28 H R ) AR, Hen A AWK 1S BB B RS TR,
PAA AR EALA IR S5 32 4T

Nmap FJFEARTIRER 34>, — RN —HENREEL, HREAH ElmH, IR
HEp P 28 R 45, i AT AHERT EHLET B8R 1E RSt . Nmap o] I THR{UAPIATT A LAN, B
2 500 M LA LRI L% . Nmap & RVFH P EBIERMETy . @5, —MESRAEH ICMP )
W Ping #RAFE AT LA AR — B K AT LURARN UDP 5 TCP M, HZEENFERK
BAERSGE: G LLE T ARG Rid kB & AR X H &S, fEdt—2 o thikiE.

Nmap %t th 2 8 HAs 513K, LLEEA BN RGE R, 2T 2L s BN T o
i H 3T . Open (TR EARA HARHLAS N AR e 1EAE 23m W % 4#%/4R 3 . Filtered
(BT IEH)) ERE D K hE, U828 HoAth M 2k BEAS FELE T 20 4k U7 i), Nmap JoiEfE50
"B A& Open (FFILH)) M JE Closed (<MIR). Closed (P i O b &AM HFEF AT,
{5 A& B AT TBE B AT BEFF TR

Nmap—Secript ZIHEHIMEH « 7 Nmap ) %3¢ H 5% ) share/nmap/scripts 1, B&A ZME
SFH) ARG, X LA T LA B b e 12 B IR

EE) windows 323 Nmap

Nmap 7] LLZE1TEFTA #) Windows NT fRAH, .45 Windows 2000, Windows XP ., Windows
2003. Windows Vista, Windows 7 %,

LE 2% FT FF P hE “http:/nmap.org/download.html”, #£ Microsoft Windows binaries "%
¥ T

TR R JE R 2 g SO BN AT 22

B 1.1 Frs, BEE Nmap VPRI X, st “1Agree” @17 F—H %%,

ki 1.2 iR, SRR ECENARE, MRAFERFLAM T LIk, —REA
ZRTHAMN, WELTLIRE AT “Next” AT F—H %%,



(3 Nmap Setup

1.2 Windows T%% Nmap

E=SE X ]

License Agreement
Please review the license terms before instaling Nmap.

Press Page Down to see the rest of the agreement,

-
ICOPYING -- Desaribes the terms under which Nmap is distrbuted. A copy of the GNU (3
GPL Is appended to this file. -

[IMPORTANT NMAP LICENSE TERMS

| The Nmap Security Scanner is (C) 1996-2013 Insecure.Com LLC. Nmap is also a

registered trademark of Insecure.Com LLC. This program is free software; you may
redistribute and/or modify it under the terms of the GNU General Public License as
ipublished by the Free Software Foundation; Version 2 ("GPL"), BUT ONLY WITH ALL OF
|THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your -

1f you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

S ol

Choose which features of Nmap you want to install.

install. Click Next to continue.

Select components to install: |

Check the components you want to install and uncheck the components you don't want to

®

AE 1.1 Nmap FEMY

AE 1.2 Nmap EEE

iE 1.3 fs, GE#F Nmap ettt —MBARFFERARIAT.

Wi 1.4 fr7~, Nmap [EAEZHEH .

(i Nmap Setup L | (i Nmap Setup
Choose the folder in which to install Nmap. (@j Please wait while Nmap is being instalied. @
Setup will install Nmap in the following folder. To install in a different folder, dlick Browse and Extract: iconLico
select another folder, Click Install to start the installation. * = === — a
Destination Folder
C:\Program Files (x86) \Nmap Browse...
Space required: 70.9MB
Space avaiable: 60,568
[ <Back [ mstal | [ canca | < Eack Next > Coneed

AB 1.3 Nmap LR AE 1.4 Nmap &%

ik 1.5 Fin, 76 Nmap Z3d 2o B i HE, ) ) RELe A A vra Bhill, 1E4R “1
Agrree” AT %S

& 1.6 fias, & “Next” HET T %%k,

WE 1.7 iR, EFREHFEEIED, S “Next” #TF—5.

1k 1.8 fizs, s “Finish” SERCREE .

A 1.9 Frs BXEHE TR E B REE 750, XERIFBUA, Al “Next” BT~
2HE

W 1.10 B, A “Finish” 5ERLRSE.
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W WinPcap (Nmap) 4.1.3 Setup

WinPcap (Nmap) 4.1.3 Setup
License Agreemer o
Please review the license terms before installing WinPcap (Nmap) 4. 1.3, 6‘9

Press Page Down to see the rest of the agreement.

Copyright {c) 1939 - 2005 NetGroup, Politecnico di Torino (Ttaly). -
ICopyright () 2005 - 2010 CACE Technologies, Davis (California). Il
Copyright (c) 2010 - 2013 Riverbed Technology, San Frandsco (California).
(All rights reserved,

Redistribution and use in source and binary forms, with or without modifications, are
permitted provided that the following conditions are met:

1, Redistributions of source code must retain the above copyright notice, this list of
2. Redistributions in binary form must reproduce the above copyright notice, this listof — ~

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install WinPcap (Mmap} 4.1.3.

L0 e e - O L S e

(iagee ] [ conl ]

Installation Complete
Setup was completed successfully.

AE 1.5 Nmap BT

J WinPcap (Nmap) 4.1.3 Setup

AE 16 Nmap &%

141 WinPcap (Nmap) 4.1.3 Setup

WinPcap Options

[#]start the WinPcap service NPF now
v ice NPE. at startun {res

e

Mitisets Trsbal

Finished
Thark you for installing WinPcap

WinPcap has been installed on your computer.

Click Finish to dose this wizard.

AE 1.7

i S

AE 1.8 Nmap ZETM

13 WinPcap (Nmap) 4.1.3 Setup

Create Shortcuts

A L Sl BTN ]

Finished -
Thank you for installing WinPcap g

WinPcap has been installed on your computer,

Click Finish ta close this wizard,

Nmap BIZRET A

A& 1.10 Nmap ZE5mk




1.3 Linux/Unix JERS 4% % % Nmap

RE uinuw/unix i5#341% %235 Nmap

7E Linux/Unix 34187 LAAR J5 {8 hif oL YR AL 4 1% 2235 Nmap, B 5G7E “http:/nmap.org/
download.html” FIEREIRISIEAT N4 TNEGCRE)E B M L B8 .

root@ubuntu: /home# bzip2 -cd nmap-6.46.tar.bz2 | tar xvf -
nmap-6.46/zenmap/zenmapCore/I18N.py
nmap-6.46/zenmap/zenmapCore/Version.py
nmap-6.46/zenmap/zenmapCore/Paths.py
nmap-6.46/zenmap/COPYING HIGWIDGETS

root@ubuntu: /home#

P)# %] Nmap H X179 7%

root@ubuntu: /home# cd nmap-6.46
root@ubuntu: /home/nmap-6.46# ./configure

BB

checking whether we are using the GNU C++ compiler... no
checking whether g++ accepts -g... no

no

configure: creating ./config.status
config.status: creating Makefile
config.status: WARNING: 'Makefile.in' seems to ignore the --datarootdir setting

config.status: creating config.h

\Temrnety
} 6 6 ¢
==, ¥ ,==
RO
o \ ) Ncat: A modern interpretation of classic Netcat
)= )/
W W /
/ Ncat \_/
( N
\_.=l___E
Configuration complete.
C) /N (
NN N )
AR D A « _ /N
(_° \+ x .\ WEON | eeeeee——— / (o) N
= \+ (0 \_
(__ #2 y ( 2lyE s \ L
( . .1 <= <= = VVWVVV VWV V\ \/

fof A= = ] A = (-—_AAARAAA_ A / |
( \ //_ \




s x /0! ¢ / T \ /
A + | A
v/ / \/

/ \
NMAP IS A POWERFUL TOOL -- USE CAREFULLY AND RESPONSIBLY

Configuration complete.
root@ubuntu: /home/nmap-6.46# make

Type make

root@ubuntu: /home/nmap-6.46# make install
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(or gmake on some *BSD machines)

to compile.

m Linux i&id RPM %44 61 %24 Nmap

7E http://nmap.org/download.html UITf] F#% RPM %346, #F — F RPM 3t 234,

root@ubuntu:~# cd /home/
root@ubuntu: /home# 1ls

apache nmap-6.46-1.1386.rpm

root@ubuntu: /home# rpm -ivh nmap-6.46-1.1i386.rpm
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Nmap isa !ree and up&n SOUrCe unmy for network expioration and
seourity auditing. Zenmap is a multi-platform graphical frontend and
results viewsr for Nmap. Ncat is a general-purpose network sending and

receiving utility, a reimplementation of Netcat, Ndiff is a an Nmap scan
comparison utifity. Nping is a toof for packet generation and sending.

| This package contains Nmap, Zenmap, Neat, Ndiff, and Nping. It is
' intended to wotk on intel Macs running Mac OS X 10.8 or later.

| inetaliation of ail packages is optional. Unselect Zenmap to get just the
| commang-iine tool. Unselect Nmap if you prefer to use a copy of Nmap
| that s already installed. Zeomap will not work without Nmap.

| The nmap, ncat, ndiff, and nping command-fine binaries will be instatied
| infustllocalbin, and additional suppont files will be instailed in fustiocal/

4| share. The Zenmap appilcation bundle will be installed in /Applications/
| Zenmap.app.
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COPYING -- Describes the terms un(m wnbn Nmao is distributed. A
copy of the GNU GPL is appended 10

| IMPORTANT NMAP LICENSE TERMS |

| ThaNmap Security Scanner is (C) 1996-2012 insecure.Com LLC. |

Nmap is also a registered trademark of Insecure.Com LLC, This

agram Is free software; you may redistribute anc/or modify it under

the terms of the GNU General Public License as published by the Free

Software Fmabon Version 2 with the clarifications and exceptions
below. This guarantees your right to use, modify, and

| mmmmmmsoﬂwsmumermm conditions. If you wish 10

| embed Nmap nto software, we sell i

ficenses {contact sales@insecure.com). Dozens of software vendors

already ficense Nmap technology such as host discovery, port

scanning, OS detection, version detection, and the Nmap Scripting

| Engine.

| Note that the GPL places imporiant restrictions on "derived works”, yet |
| it does not mrovice a detailed definition of that term, Toavoid . |
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REAR REFER ol  Nmap £33 21.1MB
 Zenmap % 31M8

oWy  Neat %% 938 K8

o BRRE 4 A Ndiff Ty 131 KB

W Nping = 2.6 MB
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2 apple — bash — 80w 24 %
Last login: Sun Jun § 13:18:28 on console
appledeMacBook-ALir:s apples I-a
Nmap 6.46 | hutp://nsap.ory
Usage: neap [Scan Typelsi] maum;] {target specification}
TARGET SPECIFICATION:
Can pass hostnomes, 1P sdgresses, networks, eic.
Ex: scanme.nmap.org, =icrosoft.cos/24, 192.168.9.1; 10.9.8-255.1-254
-iL <inputfilename>: Input fros List of hosts/networks
~iR <nus hosts>: Choose randos targets
—exclude <hostil,host2]|,host3],...>: Exclude hosts/networks
—excludetile <exclude_files: Excluge list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
—sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PA/PU/PY [portlist]: TCP SYNZACK, UDP or SCTP discovery to given ports
~PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
~PO{protocol list): IP Protocol Ping
-n/=R: Never do DNS resolution/Always resolve [default: sometimes]
—dns-servers <servif,serv2],...>: Specify custom ONS servers
—system-dns: Use 0S's ONS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
~55/5T/sA/sw/sM: TCP SYN/Connect{)/ACK/Window/Maimon scans
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