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Foreword

When the original text of this book arrived in 1990, it was quickly recognized as the
definitive reference for programmers to learn network programming techniques. Since
then, the art of computer networking has changed dramatically. All it takes is a look at
the return address for comments from the original text (“uunet'hsi'netbook”) to make
this clear. (How many readers will even recognize this as an address in the UUCP
dialup network that was commonplace in the 1980s?)

Today, UUCP networks are a rarity and new technologies such as wireless networks
are becoming ubiquitous! With these changes, new network protocols and program-
ming paradigms have been developed. But, programmers have lacked a good reference
from which to learn the intricacies of these new techniques.

This book fills that void. Readers who have a dog-eared copy of the original book
will want a new copy for the updated programming techniques and the substantial new
material describing next-generation protocols such as IPv6. Everyone will want this
book because it provides a great mix of practical experience, historical perspective, and
a depth of understanding that only comes from being intimately involved in the field.

I've already enjoyed and learned from reading this book, and surely you will, too.

Sam Leffler



Preface

Introduction

This book is for people who want to write programs that communicate with each other
using an application program interface (API) known as sockets. Some readers may be
very familiar with sockets already, as that model has become synonymous with network
programming. Others may need an introduction to sockets from the ground up. The
goal of this book is to offer guidance on network programming for beginners as well as
professionals, for those developing new network-aware applications as well as those
maintaining existing code, and for people who simply want to understand how the net-
working components of their system function.

All the examples in this text are actual, runnable code tested on Unix systems.
However, many non-Unix systems support the sockets API and the examples are
largely operating system-independent, as are the general concepts we present. Virtually
every operating system (OS) provides numerous network-aware applications such as
Web browsers, email clients, and file-sharing servers. We discuss the usual partitioning
of these applications into client and server and write our own small examples of these
many times throughout the text.
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Presenting this material in a Unix-oriented fashion has the natural side effect of pro-
viding background on Unix itself, and on TCP/IP as well. Where more extensive back-
ground may be interesting, we refer the reader to other texts. Four texts are so com-
monly mentioned in this book that we’ve assigned them the following abbreviations:

* APUE: Advanced Programming in the UNIX Environment [Stevens 1992]
e TCPv1: TCP/IP Illustrated, Volume 1 [Stevens 1994]

e TCPv2: TCP/IP Illustrated, Volume 2 [Wright and Stevens 1995]

e TCPv3: TCP/IP Illustrated, Volume 3 [Stevens 1996]

TCPv2 contains a high level of detail very closely related to the material in this book, as
it describes and presents the actual 4.4BSD implementation of the network program-
ming functions for the sockets API (socket, bind, connect, and so on). If one under-
stands the implementation of a feature, the use of that feature in an application makes
more sense.

Changes from the Second Edition

Sockets have been around, more or less in their current form, since the 1980s, and it is a
tribute to their initial design that they have continued to be the network API of choice.
Therefore, it may come as a surprise to learn that quite a bit has changed since the sec-
ond edition of this book was published in 1998. The changes we’ve made to the text are
summarized as follows:

* This new edition contains updated information on IPv6, which was only in draft
form at the time of publication of the second edition and has evolved somewhat.

* The descriptions of functions and the examples have all been updated to reflect
the most recent POSIX specification (POSIX 1003.1-2001), also known as the Single
Unix Specification Version 3. '

* The coverage of the X/Open Transport Interface (XTI) has been dropped. That
API has fallen out of common use and even the most recent POSIX specification
does not bother to cover it. '

* The coverage of TCP for transactions (T/TCP) has been dropped.

* Three chapters have been added to describe a relatively new transport protocol,
SCTP. This reliable, message-oriented protocol provides multiple streams
between endpoints and transport-level support for multihoming. It was origi-
nally designed for transport of telephony signaling across the Internet, but pro-
vides some features that many applications could take advantage of.
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* A chapter has been added on key management sockets, which may be used with
Internet Protocol Security (IPsec) and other network security services.

e The machines used, as well as the versions of their variants of Unix, have all
been updated, and the examples have been updated to reflect how these
machines behave. In many cases, examples were updated because OS vendors
fixed bugs or added features, but as one might expect, we've discovered the
occasional new bug here and there. The machines used for testing the examples
in this book were:

* Apple Power PC running MacOS/X 10.2.6
¢ HP PA-RISC running HP-UX 11i

* IBM Power PC running AIX 5.1

* Intel x86 running FreeBSD 4.8

* Intel x86 running Linux 2.4.7

* Sun SPARC running FreeBSD 5.1

¢ Sun SPARC running Solaris 9

See Figure 1.16 for details on how these machines were used.

Volume 2 of this UNIX Network Programming series, subtitled Interprocess Communi-
cations, builds on the material presented here to cover message passing, synchroniza-
tion, shared memory, and remote procedure calls.

Using This Book

This text can be used as either a tutorial on network programming or as a reference for
experienced programmers. When used as a tutorial or for an introductory class on net-
work programming, the emphasis should be on Part 2, “Elementary Sockets” (Chapters
3 through 11), followed by whatever additional topics are of interest. Part 2 covers the
basic socket functions for both TCP and UDP, along with SCTP, I/O multiplexing,
socket options, and basic name and address conversions. Chapter 1 should be read by
all readers, especially Section 1.4, which describes some wrapper functions used
throughout the text. Chapter 2 and perhaps Appendix A should be referred to as neces-
sary, depending on the reader’s background. Most of the chapters in Part 3, “Advanced
Sockets,” can be read independently of the others in that part of the book.

To aid in the use of this book as a reference, a thorough index is provided, along
with summaries on the end papers of where to find detailed descriptions of all the func-
tions and structures. To help those reading topics in a random order, numerous refer-
ences to related topics are provided throughout the text.
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Source Code and Errata Availability

The source code for all the examples that appear in the book is available on the Web at
www . unpbook . com. The best way to learn network programming is to take these pro-
grams, modify them, and enhance them. Actually writing code of this form is the only
way to reinforce the concepts and techniques. Numerous exercises are also provided at
the end of each chapter, and most answers are provided in Appendix E.

A current errata for the book is also available from the same Web site.
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