S LA & #




2% % 4 5 M 2 7% )y

£ B HE X RITR

FXHERFERS| (CSSCI) skiRET

il AL+ 22



BB RS B (CIP) & #7
R L G A BRI/ ik T — L.
N B H R, 2015

(S HEPR KRS8 17 #D)
ISBN 978 -7 - 208 - 13436 - 2

[.OM- [.0O%- . OHRILMgS-%eE
-WrsE-itA V. ©D815.5 @TP393.08

o [ RAS ] A4 CIP 3 4% 7% (2015) 5 280806 =

THERE E W RHLa
HERM LM

- REBERFRXATH £1+L5E -
Mg RE5MERRF
JLUEN VI TR i
EBA A & # 2 1R
(200001 iR % 193 5 www.ewen.co)

e A Z AT 0 A AT R SN R A R 2 ) E A
JFA 635X965 1/16 EgK 11.75 il 2 F% 175,000
2015 4F 12 AZ8 1 fit 2015 45 12 A% 1 IREDkI
ISBN 978 - 7 - 208 - 13436 - 2/D « 2768
FEM 48.00 JG



SEHLRBR K R iE

FUDAN INTERNATIONAL STUDIES REVIEW
Vol.17 / 2015



(R BEPRERIEE) #51-L4 /2015 4
FUDAN INTERNATIONAL STUDIES REVIEW Vol.17/2015
FIMRLL: B HRFEEPR R S AP 5B

EL U
FRERS (AL AT HHPT)

Callahan, William B A K2 (University of Manchester)
Ak 53 I 52 H R

A AR

W fh AR BE

Lo LN

Lampton, David EHEEMEW A (Johns Hopkins University)
Z AN

Y W VA HHRY:

1 Z K BIEKRY

Telo, Mario  HEAIA 4285 H i A% (ULB)

FiExH  dEnikEE

Wit b B v U A B

K AF BN N7 KA

FBAETS G PN NG S

Zweig, David iR K

WEERE (A CPEEHET)

HK WlES W M OBRER MOSE fIREE B W SR
7 M W R\ HER RUSE MU wdEdE ko 3K



H X%

EFEfE R RAEMBIESE /%&F - - AR FHULF]
BEELXES5HERXERE /EZ#4 11

M2 FA G ARG R MR /i %22

HAA BB R BUAE R PR 2 /3R 33
HERMEAMKZERPHTERERNSAELR /MAAE 38855
KREARARE R G B R RS K HX R /& &R 74

Mg Z2EEESHEMEAILIMERIE /A~ A 83

W0 2% A2 g 1 Ak DA S W i R R B A b /AR R 25 100

-k O e A R g 1

— WAL R L AV IR /4 e 112
WS T hEGRER SNBSS RIS /RaER ke 130
D E XA TR MR B R 258 RS

— HAMEERSER /ROF 147
RSP E RSN ISR SE ERAN / E R 4160
(ZHEFRXRWR) 2 /180
(2 BEFRXRZFR) Fpl /181



Perspectives of International Information Security
FE] s 5 B 28 4 ) Jog 92
Institute of Information Security Issues,

Moscow State University
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A.A.Kulpin P.A .Karasev
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Threats emanating from Information space require development of
international cooperation on a multitude of levels—global, regional and
bilateral. The novel concept of International Information Security, intro-
duced by the Russian Federation in Principles of State Policy of the Rus-
sian Federation in the field of international information security for the
period until 2020, is defined as a state of the global information space
which excludes the possibility of violations of the rights of the individual,
society and the rights of the state in the information sphere, as well as de-
structive and unlawful influence on the elements of national critical infor-
mation infrastructure. This concept will enable the global community to
fully embrace all the benefits of the digital age and at the same time to
shield itself from threats emanating from global information space.
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From the standpoint of academia, the priority topics for development
of International Information Security are:

MR BT HPME B2 R R B8 T

1. Frameworks for Adaptation of International Law to Conflicts in
Cyberspace;

2. Improving the Information Security of Critical Infrastructures;

3. Legal and Technical aspects of ensuring Stability, Reliability and
Security of the Internet;

4. Challenges of countering the threat of the use of social media for
interference in the internal affairs of sovereign states(extremism, radical-
ization etc.) ;

5. National Priorities and Business Approaches in the sphere of Inter-
national Information Security System Development.
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Considering the topic of Frameworks for Adaptation of International
Law to Conflicts in Cyberspace there are certain issues, which have to be
addressed by joint efforts of governments and academia. The most
pressing concern is defining the Principal directions of International
Humanitarian Law adaptation to cyberspace. Secondly, we have to over-

come the Challenges of international-legal legitimization of International

2



B ERGEELAFARE

Humanitarian Law developments with regard to cyberspace. Finally,
there is a need in Frameworks of cyberconflicts data objectification and
attribution of subjects of cyberattacks. Finding a solution to these issues
will make a way to peaceful resolution of cyberconflicts within legal
frameworks of International humanitarian Law.
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One of the important topics of International Information Security is
Improving of the Information Security of Critical Infrastructures. Among the
crucial challenges in this field are: creation of an international system of
Critical Infrastructure (CI) Information Security; development of an in-
ternational certification system for information systems used in CI; and
International and national regulations and standards of CI Information
Security. Equally important is international sharing of national best prac-
tices of development of Critical Infrastructure(CI) Information Security,
international Data sharing on CI cyber incidents and development of co-
operation between CERTs with regard to confidence building measures.
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In the modern connected world global communication networks are
in the foundation of economic prosperity, scientific advancement and cul-

tural exchange. This raises the importance and level of discussion of Legal

3



A7 HEPRE R L

and Technical aspects of ensuring Stability, Reliability and Security of the In-
ternet. Among them of particular importance is development of Technical
standards and specifications to ensure safety, integrity and reliability of
Internet Infrastructure and review and development of International re-
gional and multilateral legal documents relevant to safety, integrity and
reliability and legal aspects of technical standardization. Some of these as-
pects were a subject of discussion in bilateral project of ISI MSU and
ICANN Legal and Technical Aspects of Stability, Security and Resiliency
of the Infrastructure of the Global Internet. Some results have been an-
nounced at ICANN meeting 53 in Buenos Aires (Argentina), June 21—

25, 2015.

TEBACHE 22 42 BR LK 0 45 J2 28 U SO LB B0 A e R SC A 3 UL 1)
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The use of ICANN greatly impacts our everyday life, as more and
more aspects of human life become dependent on it. This raises the chal-
lenge of how to preserve the best opportunities offered by information
space and neutralize the adverse and destructive trends of its application—
including the use of social media for interference in the internal affairs of
sovereign states(extremism, radicalization etc.). In particular, we, as aca-
demia, must study the benefits and implications of Social media as a new
phenomenon of public life and provide analysis and prognosis of use of So-
cial media for destructive purposes. After thorough research certain Inter-

national and national mechanisms of countering the threat of interference
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in the internal affairs of sovereign states can be developed and implemented.
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Considering National Priorities and Business approaches in the sphere
of International Information Security System Development it is important
to understand the many venues of international cooperation in
development of International Information Security. First and foremost, it
is bilateral cooperation and agreements. In 2013 first such document has
been drafted and signed between Russia and the USA.: Joint Statement by
the Presidents of the United States of America and the Russian Federation
on a New Field of Cooperation in Confidence Building. In 2015 a much
more broad Intergovernmental agreement between Russia and China on co-
operation in the field of ensuring international information Security has
been signed. The purpose of this Agreement is to offer legal and organiza-
tional bases for cooperation between Russia and China on International
Information Security.

F BB HEPME B 4 ARG K G 1 5K SRR 55 U0 , BT
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Equally important is multilateral cooperation on both global and re-

gional level. Representative fora and organizations such as Shanghai Co-
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operation Organization and BRICS greatly help the convergence of views
of different countries. In 2009, the Agreement has been made among the
Governments of the SCO Member States on Cooperation in the Field of
Ensuring International Information Security. The more recent Dushanbe
Declaration of SCO(2014) clearly represents active development and pro-
gress in the sphere of International Information Security, as it says that
States-members will promote joint efforts to build a peaceful, secure, fair
and open information space, based on the principles of respect for state
sovereignty and non-interference in the internal affairs of other countries.

EERMXBZ W Z 2 WA ERIEEZ. 0 EE A E4LL(SCO) A
% 18 28 (BRICS) 33 FE A A R 1998 3 A 20 A 0B Y8 A T 1 8 08
JrbE R TARKMER . 2009 48, b AV 42 51 O SE A 08 PR
F R Z VI SRR, BB BSR4k 1 B I (2014)
HTEG R R T AE E PR E B 2 4 U I RN & R N A L 7 R L AR B [
T R [ K AR T T A ) A B S0 A PR S N — S P 4
PIE VAT B2,

At a global level the most important international venue for discus-
sions of issues associated with information security has always been the
UN, and these issues have been on the UN agenda since the Russian Fed-
eration in 1998 first introduced a draft resolution in the First Committee
of the UN General Assembly. Since then there have been annual resolu-
tions on Developments in the field of information and telecommunications in
the context of international security and reports by the Secretary-General
to the General Assembly with the views of UN Member States on the
issue. More importantly, there have been four Groups of Governmental
Experts(GGE) with the mandate to examine the existing and potential
threats from the cyberspace and find possible ways to address them. The
first successful GGE report(of the second GGE) was issued in 2010 (A/
65/201) . The third GGE continued the work of its predecessor and the re-
port of the 2012/13 Group of Governmental Experts was presented to the
68th session of the General Assembly in September 2013(A/68/98). The
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new GGE, with 20 experts, held its first meeting in New York in July
2014, and elected Brazil as the Chair. The Group would report to the
General Assembly in 2015.

LERZHEVTISE R LM RSN REENEIRG G - ERKS
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The work at the UN goes beyond GGE, as member-states regularly
submit their proposals on the issue to the United Nations General Assem-
bly. On 12 September 2011, four members of the SCO presented a Draft
International Code of Conduct for Information Security. The code of con-
duct gave rise to extensive international attention and discussion after it
was distributed as a document of the General Assembly ( A/66/359).
Recently, on January 9, 2015 the Permanent Representatives of China,
Kazakhstan, Kyrgyzstan, the Russian Federation, Tajikistan and Uzbeki-
stan submitted a revised code of conduct(A/69/723), taking into full con-
sideration the comments and suggestions from all parties.

A E I TAEAUUR BON & KA RS R0 E R & B A E K
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Another important tool for discussion of issues of International Infor-
mation Security is Track 1.5 (venues with participation of government of-
ficials and independent experts) . One of the fine examples of Track 1.5 is
an annual International Forum State, Civil Society and Business Partner-
ship on International Information Security held in April in Garmisch-
Partenkirchen(Germany) . The main goal of the Forum is to exchange ex-
periences of representatives of Russian and foreign state, academic and
business institutions, members of International Information Security Re-
search Consortium (I1ISRC) on the current issues of International Infor-
mation Security. IISRC meets twice a year and serves as a site for multiple
projects. As of now IISRC has achieved wide representation with 22 or-
ganizations from 15 countries. Among priorities and research projects of
the Consortium are:

e FE bR B 2 2 BB 5 — % TR 1.5 Bl (Track 1.5) (i
W E RIS, B M) . Track 1.5 ) — AN IO B 58 & B 4F 4 H A
TR it T e i (3 ) 26 8 B9 [ B A L B e M R LR L IR T 4
IR SRR ). X —IR3a Y £ H An & iR E AR AR 2 AR A
RO LK | PR 8 2 2 BF5E 4 (TISRO) JR 51 2 18] 32 i FE bris B 4% 2 M
KIS . BEbrE R %2R 2 B4EIF PRI iF 20 H 244
MRk% . &5 RmEERERZLMAEDZCEBIKA 15 MEKW 22 4
ML 2 3 a2 E GOQERTSE B H A -

1. Escalatory Models: Development of shared models of escalation in
cyber conflict, including definitions of hostility levels;

2. Civilian Infrastructures: International legal status of civilian cyber
infrastructures in the context of peace or war;

3. Cyber Definitions: Definitions of information warfare and cyber
defense topics;

4. Cyber Law: International legal frameworks to increase stability of
intergovernmental relations and promote orderly international economic
processes;

5. Codes of Conduct: Development of shared norms for behavior in
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cyber space for individuals, countries and non-state actors;

6. Cyber Terrorism: International agreements to counter non-state
actors seeking to launch cyber attacks on countries or provoke conflicts
among countries using cyber means;

7. Cyber Crime: Legal and technical coordination against cyber crime;

8. Technical Cooperation: International mutual assistance across
public and private spheres to improve cyber situational awareness,
enhance protection of critical infrastructures and respond to significant
cyber failures or attacks;

9. Protection of the Commons: Framework to separate technical ar-
chitectures and opcration of cyber space from economic and political
issues and provide separate mechanisms on the technical plane or the po-
litical economic level for resolving differences or marshalling international
cooperation;

10. Industrial Espionage: International legal framework for industrial
espionage whether sponsored by states or whether its fruits are purchased
on criminal black markets by states.
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One of the examples of fruitful collaboration in IISRC is a Russia-
U.S. Bilateral projects on Cybersecurity: Critical Terminology Foundations
(2011) and Critical Terminology Foundations 2.0 (2013). The goal of
these projects has been to discuss and come up with consistent terms
(twenty in each project) that define cyber and information security and
thus provide a solid foundation for development of common understanding
of the issues at hand and at the same time to aid in negotiation process.
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All members of the international community recognize the existence
and significance of Information Security Issues. Information security
issues are in the focus of attention of political leaders of major world pow-
ers. The goal of all stakeholders, including governments, academia and
business community is to design and deploy a system of knowledge, skills
and standards of the global information security culture—a system of In-
ternational Information Security.
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[Abstract] Information security is an important
area of non-traditional security and a major challenge to-
ward the global society. Information security is becoming
an important factor in economic globalization, world
multi polarization. the democratization of international
relations and the rule of law, which has become an
important consideration of economic globalization. an
important game of world multi polarization, and an
important issue in the democratization of international

relations.
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