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Preface

The development of modern computer systems and the Internet is depending on human
interaction and practice. People can capture Data through various forms of actions such as typing,
pressing a record button, taking a digital picture or scanning a barcode. However, human beings have
limited attention span, accuracy and time. As a result, we can’t capture Data in an ideal and perfect
way. How can we address human inadequacy in capturing and storing Data? It will be much more
efficient if computer systems are able to keep track of data without human interaction. We only need
to replace and repair the computer systems if they become worn out or break down. There is a need
for computer systems that are able to capture data and upload information to Internet without the
interaction with human. Another term for those systems is Internet of Things (IoT) , which has great
potential to change the world, just like what the Internet has done. Maybe [0T’s potential is even
greater than the Internet with its open sources and a lot of the enabling technology.

In the future, there will be many loT devices out there and each one would require an [P address.
The current IPv4 addressing scheme and space will become inadequate. [Pv6 will definitely be used
in order to accommodate larger address space and its adoption will be accelerated because of [oT.

Even though it’s still at an early stage, the industry is fully aware of the coming IoT and
everybody is preparing for it. In the hardware sector, low-cost embedded processors needed for the
IoT have been developed, which lays a foundation. CPU used for Smart Phone and Android Wearable
devices will strengthen the IoT like the processors. As a recent survey has indicated loT, embedded
technology and wearable computing will have become widespread by around 2025 .

More advanced and useful features will be added to [oT. For example, ambient intelligence or
artificial intelligence and autonomous control will be incorporated to enable devices to predict and
act in a non-deterministic way. Machine learning algorithm in those devices will be utilized to gather
data and interact with other devices, such as intelligent entities (Web services, SOA components) and
virtual objects (avatars) in an open network.

There is a vast field of loT applications, including home automation, environment sensing,
smart product management, social interaction gadgets, and smart meters. The list goes on. Basically,
the goal is to connect everything in the digital domain and all their gathered data will be uploaded to
the servers in the Internet in which an array of computers will be utilized to monitor and analyze
autonomously. The intelligent servers can even send the responses back to IoT devices to instruct
what will be the next step of the action.

Thus, 10T, or embedded intelligence in things, with “smart systems that are able to take over
complex human perceptive and cognitive functions yet overcome human’s limitations and act
autonomously”, is a close reality. It will help make our lives easier in many aspects. And we are in
the cusp of such widespread event.



The low-cost embedded CPU and embedded OS will lay a foundation for IoT.

In this book, we have chosen to focus Linux instead of proprietary OS because first it’s open
source and widely adopted in the development of Android based Smart Phone and wearable devices.

One of the most popular low-cost embedded system is Raspberry-Pi system. There are a lot of
developments in this system, so we will focus on this ARM processor (Broadcom) based system.
China’s Loongson group has developed the MIPS based embedded system for loT. Although it is
behind Raspberry-Pi in its overall development, it has prospect in the future. All of them are running
on Linux as a traditional Micro-controller based system without demanding requirement for the
software ability to handle [oT.

Since IoT is an overall ecosystem there are a lot of enabling elements in it. It involves embedded
system, embedded OS, sensor devices, network, Mobile devices, computer, and the Internet. It
includes servers with API backend which can handle the data captured and uploaded to them from
[oT devices.

In this book, we will try to integrate the different components in the ecosystem of [oT, including
the API/Web server, Mobile systems like iphone and Android are ubiquitous nowadays, and the
controller system made of the Raspberry-Pi that controls various sensors in the local network. The
mobile system and the Pi communicate with each other through TCP/UDP sockets. Each Pi system
can be accessed from outside the local network if a web server exists inside each Pi. This will allow
each Pi to independently access any controller in the world. We will elaborate on the important Mesh
wireless network using BATMAN, an advanced layer2 routing algorithm included in the latest
distribution of Debian Linux OS for the Raspberry Pi. We will also include a real commercial project
involving hundreds of Pi. For the sake of cost, (IoT devices need to be low-cost in order to be practical)
we can’t have dedicated network repeater to cover the large network in a large commercial building.

In the future revision of the book, we will plan to include Machine Learning algorithm which is
important in many applications of [oT. Machine Learning enabling systems have certain intelligence
and are able to predict the outcome based on previous experiences. It will help the system control
things and record data without much human interaction.

As for China, how far it can go in the IoT in the future depends on the low-cost CPUs running
on embedded Linux and a wide variety of sensors connecting the system. The sensors include motion
sensors, temperature sensors, infrared sensors, humidity sensors, pressure sensors, opto drivers, Wi-
Fi adaptors, motor drivers, OPAMP as well as a wide range of analog chips. China is realizing its
plan to invest 5 billion dollars yearly to build up its semiconductor industry and is striving to become
number 1 in semiconductor output in the world by 2030. loT also has a promising future in the
Chinese market.

Chinese higher education institutions are currently faced with a challenge of educational
internationalization. To meet the challenge, it is necessary to compile a textbook that has both Chinese
characteristics and compatibility with higher education in developed countries. Therefore, with the
support of China Electric Power Press, we compiled this application-based bilingual textbook, based
on the author’s multi-years’ experience of working on Linux system and the IoT.



As a bilingual textbook, the Chinese version and the English version share the figures and
numbering codes to avoid redundancy. Meanwhile, instead of word-for-word translation, this book
attaches importance to context consistency and semantic accuracy for readers’ convenience. The
frequently-used vocabularies and basic grammar of science and technology make this bilingual book
reader-friendly.

This book has 6 chapters. Chapter One ( HTTP APl Server ), introduces the operation
mechanism of HTTP API Serve, through the opened codes. Chapter Two ( Intro-Network
Communication Programming with the Socket ), focuses on the Socket and its code in Intro- Network
Communication Programming. Chapter Three (Web Server and Web page), elaborates on the
operation principle and the structure of Web server. Chapter Four (Raspberry Pi System), introduces
the Raspberry Pi as a kind of low-price and portable (wearable) computer based on Linux, including
its function and connecting way. Chapter Five (Linux Kernel Internals and API), gives a brief
introduction of basic knowledge about Linux Kernel Internals and API, data structure and the
technologies about RCU read copy update. Chapter Six (Wireless Mesh Network with Raspberry-Pi),
makes a systematic e-xplanation of the wireless mesh network with Raspberry-Pi and integrated
approach of the IoT system.

Mr. Norman Yu, an American software engineer works at Silicon Valley in California, he wrote
the English text of this book, and provides the total source codes related to this book. Professor Qi
Conggian compiled and edited the preface and Chapter 1,2,6 and Addendum. Doctor Zhu Huaizhong
compiled and edited Chapter 4,5. Ms Cuiqgian compiled and edited Chapter 3. Mr. Fang Gong, a senior
engineer, edited and normalized all the figures finally. Professor Qi Conggqian finally, compiled and
edited the entire bilingual text of the book.

This book can be used as the bilingual textbook for students majoring in Computer Science &
Technology, Network Engineering, Communication Engineering, Electro-Information Technology,
Automation, Automotive-Electro Technology, Power Engineering, Power Electronics, Air-
Aerospace Engineering. Besides, it can also be used as a reference book in vocational training and
for technical and engineering staff in relative industry.

Due to the limitation of our knowledge and profundity of Linux and loT, mistakes and errors
can be found in this book. We are open to valuable advice and comments from all readers for further
revision of the book.

Norman Yu, Zhu Huaizhong, Qi Conggian



Bl &

AR THSEHL R G0 A LI ) 4% 10 A SR R R T N SR A2 B AN SR I Bl . AATTRENS S o %
Fa B MR R A S L HE e A P B — A SRR R IR AR
FAh G o SR TN SRR (1 BE AL T IE AR A4 5638, RO N IS AT IR, ik
/D R e AR B BE AN 7 A2 O RSE 1R), BT AN S B S At 5 rhosR BOCRICHE PR E i AN HL AR T
L BRI RE R #h AKX R IR IR A A7 B A e 2 Able ? X — i B B R E . k4
TR G ORFF 5 8 2 ) AP AR, HAS KT N5 N 2T i B 3h sl fe A Rt 3k
s, A 2 — Rt > BRAR R Mk RIETHSENL R G (R8s B K KD B8 = ) g ek
FHRYEG L, MOt I SR e A T AT % e ml 42 Sl il AR T4F K %o Bk, fEHT— Aok
AMHRALRSE, SR T NS5 AN Z B Ea), FAT A 30 3RO R 58 ) )F HRe iz 4t
Rl AL TP L 508 S A RTS8 O R0 5 — DN ATE I L 0 —— 10T 7,
EW AR LI R T A AR, R AR S B A ORI g o BRVR, AR LR IR PE YA A 3R
AR B B 40U i it SR ) K A e RO T THT Ik IO 411 A S8 LK .

Bk, A MRBREM A ERIIIRM L, EATh s DT EAA 4 1P bt (K]
B i TPvA FT R A Mkl 23 RS FE IS, AT ASBE PRI A2 0K o IPv6 1 5E S F RS 1M 2
figy KPR M b 2 )R DRI AR A 1 A i R bt i N T 452

AR AT Mk AT BEIE AL T I B, AH R AZ AT ALF L4 78 23 DR BB I A 3]
Ko i H VPR NFRAE il e % o AEREAFSUE, IR BT 5 22 1) R BHIR AR A IR A XAk
BLES CHOIT AR, NZATF 73kt H TR FALK CPU Amlay (sln 5 @) 1% 8%
Tt 2 AR AL P A SRR A IR X E — 25 15 B K. MRS i 0 K 26 B AR % SR LI R 1
A, Bl A b UEBIMER 2 800K, W L IR A BOR RS 3R 2025 4RAT S
KR EAERET Z N .

2 S BE PERE AT A AR AR BT E N PDIR I 2 opr o 00, PRI RE BN T RE LA %
) S 2 JEUA A g TR I R BOR B0, AR R T 3 eb, AT AE HE AT 0 O LA
By 2 7 AORAEAE T o X BE B 5 Hp BOML A 2 2] SET0RE AR ISR ot A 5 LA B 4%, il an s T
DT IB 28 (R BeSER (Web IlR55, SOA HF). X R ERFS) MIrXH T
S IV

£ MR BRI SIRA, SREXE s, B E. BHe a2 Hah
KB REAX RS TT IR, IR Rs 2 KA e b e 1 LSRRG AN A2 . AR A |43, 3L
H Arh A S B A0 P FE B A5 SRR, F HAEIT A 2/ 42 FR B A% 21 LM AR il
Fasthe A KR, XK BN T A s A B NIk S . R RE
e %5 d L e AR MEFE A I 5 5, JEMe REIR [ IR %, BAFR S T B 147 3).

XA, MR, s E R R LB ORI R R EI RN A Th g, LA RENS
SR AR R R EMREAT B EiSAIRRER S AOSEILRLRE SOVILSE . & RENS FEIR 2 J7 Thi
NG ORI, T HRATE A8 B S T k) iz S 0 e .




IR A iR A 28 CPU R AN U R G006 O R I (1) Bt . fEAS b, FRATTER LA
Raspberry. Linux R4 M T2 gl () 8 g FHURUEHE Q8 & 1 RO E kAT v, R —
SN TF AT FIERt. ZFTLLA L Linux iR AERT A MHRIE RS, FERES TER
HIBGRIRAR RS AN V2 [ 4 .

YT EONRAT RN AL AN R GE /. Raspberry Pi (—3KE T Linux R4 NN &R
41y, 1EIZAUE AN L2 R — KR dh, FRATTI A 41 96 [ E 2wk T RS R )
ARM (Advanced RISC Machines) fAbERSS; A AT FH-T-4235C 4 1 e o B G S 4] 6 1) Kk
T MIPS IR AR R G —— s R EAELEA TR 7L 5 T Raspberry Pi, {H7 83|k
KRR, W A A S G AR 5. B X SR A Rk T e it fds il 88 R4z
1T7E Linux 2 b, 1 B e ATITE NSRBI I & B3 A fie 0 7 T B A K (132K

RN 2 — AN AR RS RS, B A A KRG cR, HhaiEn
RIRE BRI R RS RS, W, Bahik&. HEME LM . 7T API fEim Y
R 5% 2R AN BE AL FE v SR 0 B, 10 ELG H AR X e Hdie b A% BIPIE  & EIRRE T .

TEAA S, FRAT 2RI BRI R AN A 5 R G 5 AN R E R AL e g ok, Horp
3% API/Web IR 55, i 1244 B AL A4 T (193 B F-H1(Iphone ) Fl % 5 F5 5h 2 4t LA K2 H Raspberry-
Pi #6824, CNIREWwRHEIA T /R L &R BB LK. B3 RGN
Raspberry-Pi 2 [i] 7] LAifi it TCP/UDP E4: M SGHATEAS « WA Pi N EILE [ Web
MR %5 3%, A®A Pi RGRER R ANBIE Vi, XFE, RS Piogha] OS] ]
L F 5 ATy 4 d 88 . ALK 1R {E Raspberry Pi (1508 1 J5 2 /] BATMAN
TH, X&—ME%T Debian Linux #1E RGN 1. St i) = Z 8 BIER LM M. &
FikEE— Mg EEA Pi FSEBRrLIE : —NME T R S 2 o it K o 28 1)
AN Pi SIS ORI R — AR AT s, R AR i B BT AN AR RE . RATTAS
HE S FH & FH 0 48 vh 4k 1) 07 1R 78 i X b R L 9 285, MEAT SR RN ALY PiSRSEBLA 2 L——
BRI ik ) I B A A RE S S ‘

TERERA A FERR IS i, FRADIERIAEAHL 8 2 ST FRAE RH I N A, ORI KM
REMNHMEENE. PLEF I ERE RS HA — M8 A8 LR YR JL i i) 2 50K TR 5
RHThie, BREX ARGl I )% & A B i Bh, AT ZE AR 2 A4 At
e eIl R .

F T, ERRILVE NS EYBN T ER 2z, EANIRT 27 E#R AL Linux
ERMERA CPU HIds, 1 FOEMKH T 1E RGP BN SRR R AR KA, BAREah L& as .
BRPEAEIRES . CLAME KRR . TREARRAR . TR B 5 DL O IR o fF, Wi-Fi i&AC#, &
RN A, HRIBEHOKEE L KERBEILS . st HEHRIF 2030 45, BHFEHRA 50 2%
TEHITH RIS e o SRR, DA 7 38— o e R IR, BRI fE
I ) S RN R etk 4 H AT £ .

AT, BT E PR BN AR R R & R E B, SEEE N EMEE RO E N
R E AR R AEYI TR WS B P ER R, S0 5 RIAEFENNENM, 2
o [ S SR A SR R I — AN B D, EPE T RALR SRR, (EEERBIA
H Linux RGHIHF7EHIEET Raspberry Pi (A6 H AR R I R EERE |, 'S 17X AT
MG B -



BT A AXGERS, N4 BREE 2, X5 % 5 N 6 B A eI RS R HL T
PO TS I RIE T, WS, Rl F AT IE, A sC i N AR A T S L
AR, EHARNE E IR R T SO B, T A S A A P 2 1) — SO R o 3 ]
S VB X HERG T, AT B b S SR 3A BAMRROR . SRR R R AT 1] VR
HPRHOE, [EREE SRR, FABREAEGFREE.

APHNEILERE 6 T, 5 1 5 HTTP API IR &B21THLH], B4 7 HTTP API k%
PRI AR SRR, B A TEACHS BAR 2R 7 HTTP API I THLH: 55 2 S B O R
RS g, B e T IBRRGEAS RGN A —— B DA SE L 5 3 5 Web JIR%
o8 5 Web TLIH, VERMAEE T Web IR 8810580 K EEThAE: 5 4 BMBIRARS, EL09
THRIR ARG, 2T Linux REH RN LSRR IEAZN ., EEIRASHRA
KRB MERE 7 B S 5 Linux AEANHEFSEED, MEMAY T Linux BRI,
B L . BEREE SRR RN, BRSNS A B o0 A R S S ) O AR
WNZ, LLAER 6 MR IR MR I, REGMEHER 1 DR REIR A B RN ST
AP RGN TT . BTN AL, HAORH, FFOsl: Sihrims
HARERIRE, (E A0 B AR AT#NGE 7 9. PoCERE, AR BI & B i v P i
HAEH .

Al TAEAE 26 E M RED (0 2E TF2)H Norman Yu Z62E#8'S 79804, HEMMMA
fi T 52BN RHANEHEARL: ERIMERKEREZGAN R L. 2T
A2 A BT TmEEAER GEARNMTT S S 1. 2, 6 FAMR, ANHRTTHE4 5
BRI 3 ). MR LRI 4 P BT TR ORG24
R TAE i 7% Ui Rk

APHERHA, EaR, FFaers, B BAREMLHIRE A S F SR TR
Bl HHEAR. MG TR, @5 TR, A rEEHAR, REHRF. EhBEF. T KELL
7 KA BT E & et o] MEN IR SR mEA A, ol DERTHENL. #fE
IV BAR B bt LA A AT K TR AR N RS HE - 1.

T KA, N2 Linux FIPIEERI A S ARG R, hrbofe fo 7 B At e 2 AL,
O AN AR B K AR IE .

Norman Yu. FPFH. 75 Ml
T Lilg e R4%E



Content

H =

Preface

G

Chapter 1 HTTP AP] Server .......................................................................... 2

% 1 ﬁ HTTP API Hﬁ%ﬁﬁﬁi*}lﬁu ................................................................ 3
11 Inside Look of an AP[ Server ....................................................................... 4
1.1 y\wgﬂfﬁiﬁ API Hﬁ%%g ............................................................................ 5
12 HTTP AP] Ca]l to API Server from Web SerVer ............................................... 16
1.2 K[ Web RS2 T HTTP X APL RS SLHITHI] - ooeeerrvrreremeremmmnneaneninns 17
13 HTTP AP] Ca” to API Server from Iphone .................................................... 22
1.3 Hfl lphone XUL API H&%‘%%% HTTP ﬁm ....................................................... 23
14 HTTP API Call to AP[ SerVer ﬁ-om Andr01d ................................................... 26
14 KEZETHLE HTTP 5 AP RSGSLHGAER -+ ovvevverrrerermemmmmnneeenreniaaeranannes 27
1.5 HTTP API Call to API Server from Embedded System (Raspberry Pi) --«--coeeeeeeeeees 30
1.5 %ﬁﬁ)\ﬁ%gﬁ (*}jﬁdﬁ) i HTTP IEJFH API HB’L%’%% .................................. 31
16 Addltlonal Information on Apache Server ...................................................... 32
1.6 9'&:{_ Apache H&%%%B{J;Hﬁ{glg ............................................................... 33

Chapter 2 Intra-Network Communication with Socket Programming ------------ 40

BT G EREOBREERBELRER e 41
2‘1 TCP Transmission .................................................................................. 40
2.1 TCP 1#{:1_@] ............................................................................................ 41
22 1()S TCP Sewer Sending Data .................................................................... 42
22 i0S TCP H&%%ﬁﬁlﬁﬁjﬁi ....................................................................... 45
23 ]OS TCP C]]ent ReceiVing Data .................................................................. 48
23 i0OS TCP EF*}H’E%{%{% ....................................................................... 49
24 Android TCP SerVer Sending Data .............................................................. 50
2.4 gzgg I’rﬂ TCP H&%%g‘/iléﬁﬁ ................................................................... 51
25 Android TCP C]lent Receiving Data ............................................................ 54
2.5 ﬁ_@ TCP 'gp*n;%q&ﬁﬁ ...................................................................... 55
26 UDP Transmission ................................................................................. 56
26 UDP fﬁﬁﬁi?‘if&‘. ..................................................................................... 57
2.7 Raspberry Pi UDP Broadcasting and Receiving Message -« -« +«--=«+-smemrermesermeneee 58



2.7 WHAEUR UDP J 4B AR B - 59
2.8  Android UDP Server Broadcast Message «««««« =+ sssssermmmaniinmnniiii 60
2.8 L UDP RS 8 KRILET HEHE ooveeees exvimy g agraiemrangine B scriesgion Qs s R SaS TSI e TRV 61
2.9  Android UDP Client Receive Message «««««+««++++«+x xssrerrrmmmmmmmiiiis 64
2.9 L UDP 25 i BE R - 65
2.10 Combining Both UDP and TP «:«++++«xxsesersssrmesnsiriiimiiiimiiin e 66
2.10 UDP Fll TCP (4G e ereeesrerrenemi it s 67
2.11 Enable Bluetooth on Raspberry Pi«««««««:«sseserserrrmmimmiiimiiiin 66
201 WS IR ZRE YR e vreer e e e 69
Chapter 3 'Web Server and Web Page -+ toorreiiiiii 76
FEI3IE Web IRFZEES Web TUIH -rovvovevrrerrremmremremmresssiiatiisi it {77
31 Wb Page:++++sneeeenesssnmes s tns sttt 76
1 Wb O T e ee e e e 77
3.2 Template Page (index.php) -+-+=++++++errererurmmmmmmsmmnnsiniintiiiin e ]2
3.2 FEMR T (INdEX.PhP ) =+erereermsme et 83
3.3 Functions.php SCAERIARAD -+ vveeem e ]9
3.3 Inside FUnCHONS. PR «««««xxees s ssesasstmriniiiiiiii i 90
3 A Home Rl =+ - ~oeeeresses s romes s vaims s snmmn s swsmmas susanss wisms s savains sevans sesuiss Sses s v o 926
3.4 35?1‘ .................................................................................................. 97
Chapter 4 The Raspberry Pi System ............................................................ 112
FAE BIEIRBRGE -oooomvemrrrr s 113
4.1 Introduction to RaSphErry Pi -- - «-ve« - resve e smome s mmmonsnssassionasssnens 3 HER § RS § RS ST 112
A1 BRI AT o 113
42 The Broadcom CRIPSEt <=+ ++++erersrrsemsmmsmn ittt 116
4.2 Broadcom s F7ZE coe e 117
4.3  WeblOPi, Controlling GPIO from the Web -++++«««««ssreremmenimi 120
4.3 WeblOPi TE Web HHAZHI] GPIO v vrrerreremeree i 121
4.4 Python (Development Language for Raspberry-Pi) ......................................... 126
44 Python (BREIRIFAR T E) RIAT -ooeeeerermmer 127
4.5 Design Example of using WebIOP] <« -« +ssrerererremmmmmiiiiies 142
4.5 fEH WebIOPi B TSI - vovererrmme e 143
4.6 Build customized OS for Raspberry Pi -+« «««rrreeesesmmiiimminiiinii 154
4.6 R REIRER L BB OS roevrrrrrer st 155
4.7 Exporting GPIO from sysfls ««««««+osrreereemennim, e 158
47 M sysfs FH G GPIQ v v reemerememr s s e et ettt 159
4.8 Expansion of GPIO using O P AT 160
4.8 AFHHH TEC I GPIO 47 B v vnrer e 161



49 Settlng up a Simple intranet ...................................................................... 162

4.9 li»ﬁ_/[\rgjﬁmmg*lx—xj ...................................................... SR .8 S 163
4. 10 GPIO MOIIOI‘I SCIISlng Wlth PIR ............................................................... ]66
4.10 %ﬁ PIR ﬂ‘] GPIO @Zjﬂ‘fi{f"] .................................................................. 167
Chapter 5 Linux Kernel Internals and API- oo, 168
% 5 ﬁ Linux m*z*uﬁm*gﬁgﬁ*g;im ....................................................... 169
51 Doub]e L]nked LISt Data St]—ucture ............................................................. 168
S0 A EE R I B GE R - 169
5‘2 RCU Read Copy Update ......................................................................... 172
52 ﬁﬂlﬁﬁ:u%%ﬁ ..................................................................................... 173
5.3 net—device Strucmre .............................................................................. ]74
53 net_device %*@/}E%%ﬁgx .................................................................... 175
54 Sk_buff Structure .................................................................................. ]80
5.4 sk_buf’f g%:f@ ....................................................................................... 179
5.5 The sysfs Filesystem for Exporting Kernel Objects -« -« «xreerrrerormerenmin. 182
55 sysfs B’Cﬁ,%?iﬁﬁﬂjﬁ’ll’ﬂ%ﬂ‘% ............................................................... 183
5'6 Dummy Net Dnver Example .................................................................... 184
5.6 Eﬁim}?@gﬁﬁﬁg;?gé{ﬂ ......................................................................... 185
Chapter 6 Wireless Mesh Network with Raspberry-Pi -------o--oomeren.n 188
% 6 E %%*ﬂﬁﬂﬁm%%ﬂmm ................................................................ 189
6.1 Issue of using micro-controller and Pi SOIUtion ««««««---xxxsesrrrmmuiini 188
60 BRI I RRE I TTID - <o ewomersemem soms s caseancs somaamass e camam e et e i 189
6.2  Application of Batman-adv in Raspberry-Pj -+ essrssmssmiimiiiiiiiii 190
6.2 Batman-adv Emﬁdﬁqg B/]F_:U_ﬁ ............................................................... 191
6.3 Tables ............................................................................................... 192
6.3 ﬁ'?’ef{m ........................................................................................... 193
G4 The Fileg v smowscvarssanses vuosensnensssagars sonens sammas s sanss srysns . | 194
6.4 S‘Cﬁ: ................................................................................................. 195
65 OGM Packet Fonnat and Sending .............................................................. 196
6.5 OGM *&Y%ﬁ&ﬁﬁ .......................................................................... 197
66 Background lnformation ......................................................................... 198
6.6 ﬁ‘?’{%%%nlﬂ ..................................................................................... 199
A AROTAUIIL, 555557555 v eam e ama St S eTm s § s S S SRS TR S A A4 0 I . AL G S AT WE S DS $ Al 5 59 222
Bﬁi ............................................................................................................. 222
Al Designing of a Messaging System — MR ZG I R RGE I BE T ---oovvvemmerimemeninennns 222
A2 Uploading Picture/Audio to API Server |14 &}y F17% SR 31| API Server «-«vvoeeeeeees 234
References .................................................................................................... 241



49 Settlng up a Simple intranet ...................................................................... 162

4.9 li»ﬁ_/[\rgjﬁmmg*lx—xj ...................................................... SR .8 S 163
4. 10 GPIO MOIIOI‘I SCIISlng Wlth PIR ............................................................... ]66
4.10 %ﬁ PIR ﬂ‘] GPIO @Zjﬂ‘fi{f"] .................................................................. 167
Chapter 5 Linux Kernel Internals and API- oo, 168
% 5 ﬁ Linux m*z*uﬁm*gﬁgﬁ*g;im ....................................................... 169
51 Doub]e L]nked LISt Data St]—ucture ............................................................. 168
S0 A EE R I B GE R - 169
5‘2 RCU Read Copy Update ......................................................................... 172
52 ﬁﬂlﬁﬁ:u%%ﬁ ..................................................................................... 173
5.3 net—device Strucmre .............................................................................. ]74
53 net_device %*@/}E%%ﬁgx .................................................................... 175
54 Sk_buff Structure .................................................................................. ]80
5.4 sk_buf’f g%:f@ ....................................................................................... 179
5.5 The sysfs Filesystem for Exporting Kernel Objects -« -« «xreerrrerormerenmin. 182
55 sysfs B’Cﬁ,%?iﬁﬁﬂjﬁ’ll’ﬂ%ﬂ‘% ............................................................... 183
5'6 Dummy Net Dnver Example .................................................................... 184
5.6 Eﬁim}?@gﬁﬁﬁg;?gé{ﬂ ......................................................................... 185
Chapter 6 Wireless Mesh Network with Raspberry-Pi -------o--oomeren.n 188
% 6 E %%*ﬂﬁﬂﬁm%%ﬂmm ................................................................ 189
6.1 Issue of using micro-controller and Pi SOIUtion ««««««---xxxsesrrrmmuiini 188
60 BRI I RRE I TTID - <o ewomersemem soms s caseancs somaamass e camam e et e i 189
6.2  Application of Batman-adv in Raspberry-Pj -+ essrssmssmiimiiiiiiiii 190
6.2 Batman-adv Emﬁdﬁqg B/]F_:U_ﬁ ............................................................... 191
6.3 Tables ............................................................................................... 192
6.3 ﬁ'?’ef{m ........................................................................................... 193
G4 The Fileg v smowscvarssanses vuosensnensssagars sonens sammas s sanss srysns . | 194
6.4 S‘Cﬁ: ................................................................................................. 195
65 OGM Packet Fonnat and Sending .............................................................. 196
6.5 OGM *&Y%ﬁ&ﬁﬁ .......................................................................... 197
66 Background lnformation ......................................................................... 198
6.6 ﬁ‘?’{%%%nlﬂ ..................................................................................... 199
A AROTAUIIL, 555557555 v eam e ama St S eTm s § s S S SRS TR S A A4 0 I . AL G S AT WE S DS $ Al 5 59 222
Bﬁi ............................................................................................................. 222
Al Designing of a Messaging System — MR ZG I R RGE I BE T ---oovvvemmerimemeninennns 222
A2 Uploading Picture/Audio to API Server |14 &}y F17% SR 31| API Server «-«vvoeeeeeees 234
References .................................................................................................... 241



Chapter 1 HTTP API Server

In the IoT scheme of things, server with centralized database that devices being able to access
for uploading data or reading data is one of the basic building block. People are more familiar with
the term Web Server which serves HTML Web pages to the Client Machine but what’s an API Server?
API (Application Program Interface) is a set of software routines and it operates over HTTP
(HyperText Transfer Protocol). HTTP API Server provides a mechanism of reading and updating
the centralized SQL database. HTTP is the standard protocol being used in internet today. Every
time you open a Web page, it generates a request to the Web Server across the internet using HTTP
Protocol.

Fig. 1-1 shows how a normal Web Server looks like. It serves HTML Web pages across the Web.
It has it’s own database. However, the limitation to this is what happen when there are other devices
out there that need to access the SQL database information and they don’t have Web browser to view
the contents served by the Web Server.

PHP

Serving web pages to

Web Server
Client System e

Web Pages
Javascript

SQL

Database

Client Response
through Javascript.
Ajax

Fig. I-1 A Web Server serving Web pages with its own SQL database
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So, we need to have a more generic way to able to provide centralized SQL database information
to everything out there in the internet. We need to break up and take out the SQL database and that’s
where API Server comes in. It provides a simpler output and input of information; instead of fancy
of serving Web pages of all kinds of content (pictures, music, multimedia). API Server using only
generates text based output in either XML or JSON format. JSON is the simpler of the two and it is
a light weight data exchange format and widely used today. In this book, the API Server output is
based JSON. It’s a two fields format which includes key and value pairs.

This JSON syntax defines a people object, with an array of 3 person records (objects):
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Fig.1-2  An API Server serving multiple devices across the Web using simple data exchange format such as JSON
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{"people": [ {"firstName":"John", "lastName":"Doe"},
{"firstName":"Tom", "lastName":"Lee"},
{"firstName":"Nancy", "lastName":"Jones"} ]

}

In Fig.1-2, it shows that in contrast with Fig.1-1, the database of the Web Server is taken out and
now everything is stored in the API Server system. The Web Server and API Server do not have share
the same system or physically they can be in different locations. So for conceptual purpose, the
diagram is shown the two servers are using two different systems. However they can be reside in the
same computer system but need to setup HTTP access rules so they can be accessed differently.

1.1 Inside Look of an API Server

We have setup an API Server and a Web Server in the same machine using a commercial Web
hosting service company named GoDaddy. The key to control accessing which server is through a
file .htaccess. It’s a directory level configuration file that conFig.s the server. It’s places at root level
of directory. It’s used to restrict access to files per-directory basis. It’s similar to Apache server’s
httpd.conf file.

1.1.1 About .htaccess file

In Fig. 1-3, top level folder, and notice the .htacess file and the api folder. The .htaccess file
controls the access of the files and routing of the request. The api folder contains the REST api request
call handler.

The followings are codes of .htaccess file in which “RewriteRule “api/(.*)? api/api.php [QSA,L]”
means: “my domain is http://www.metrizolution.com and if a user make a API call like
http://www.metrixzolution.com/api/session/login it would be routed to the api folder and handled by
the api.php file”. “RewriteRule “api/(.*)? api/api.php [QSA,L]” means: "I have setup two API Server.
The first one is handled by the api.php inside the api folder and the second one is handled by the
second api.php. They have different SQL tables and their data are separate, http:/www.
metrizzolution.com/second_api/session/login would be handled second api. php.”

.htaccess file
01  # Don't show directory listings for URLs which map to a directory.

02  Options -Indexes

03  RewriteEngine On

04  RewriteCond %{REQUEST_URI} !play2win_api\.php
05  RewriteRule "api/(.*)?  api/api.php [QSA,L]

06  RewriteRule "“api/(.*)?  api/api.php [QSA,L]

07  RewriteCond % {REQUEST FILENAME} !-f

08  RewriteCond %{REQUEST FILENAME]} !-d

09  RewriteRule * index.php [L]
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