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Lesson One

Computer Crime

/JV\ 6#‘"‘1’/0-?/ %@vr

The computer has beconu@sxbxquntou: machine in modern

society @ common is the problem of computer crxme.

Th( seriousness and pervassiveness of computer crime 1,% well
—_—

LL_)}’U_IBL-LU.DGL Th( difficulties in combatﬁg computer crime are

numerous. Frequently , prosetu ‘Eon is difficult due to the sophi

&al#)g o_f.‘Lhe crime. Law enforcement officers® normally do not re-
ceive the training necessary to investigate high-tech computer
crimes. Even legislation has failed to keep pace with the advances
in technology. Policing -of® computer crime is complicated by fact
that many people consider computer criminals in a different class
than the common criminal. Some even regard computer criminals
as a sort of folk hero in the battle o[”man against machine”or the
"large a:orpo:;-ion” ‘gnﬂ/ﬂ

The data gathered by the author from a review of current in-
dustrial practices. litigation treng_r_s__,literature in the professional
journals.and interviews with security and departmental managers
suggest that there is a need to evaluate the laws protecting per-
sonal computers.data.and networks as well as legislation regu-

lating computer crime both internationally and in the United

o]



States. * Because of the growing use of networking and the inter-
national use of computers.many of the problems that arise in the

investigation of computer crime are international in scope and ap
- LS

plication.

Companies and governmental agencies historically have paid
attention to the security of sensitive data. * Legislation has been
enacted to protect proprietary datas” of company and property
laws® over the years have been modified to provide for prosecu-
tion of those who would steal data and secrets as opposed to_tan-
gibte assets. * The mainframe computer . personal computer.and
computer networks have introduced a new consideration into the
topic of data security and integrity.

ﬁic?c\eig restriction' has always been a prerequisite for access
control to safeguard the security and integrity of sensitive data.
Prior to the common; use of personal computers data was stored
in file cabinets or vzi;u}z(s or” computer rooms”*? which were se-

ﬁ
cured by mechanical locks and security personnel. The hard disk
storage technology and networking ability' of the personal com-
puter has made it possible to have access to numerous data
bases™ and store very large amounts of data on a single personal
computer which may have little if any mechanical security devices
to protect against unauthorized access'”. This situation probably
evolved from the fact that when personal computers were [irst in-
troduced there were few personal computers around and few peo-
ple knew how to use them{Data security was inherent in'" that
the average person just could not figure out how to do anything
harmful even if he or she did have physical access to the personal

computer{This type of inherent security worked weli in the past

2



but it is not as safe now.

At one midwest county jail'” in 1989, for example, an in-
matc'® was nearly successful at escaping from the jail by gaining
access to the baoking computer'® and changing his release date.
An investigation revealed that no other security measures such as
Egssword protection guarded the system from unauthorized entry
because of the administration’s assumption that inmates would
not be ”smart enough to figure out how to work the computer
even if they did have access to it.” Obciously this was an erro-
neous assumption. .

The perception that inherent security measures are sufficient
is not limited to criminal justice administrators. Many of the se-
curity procedures practiced by directors of Information Service

(IS) departments and other personnel charged with the care and

security of personal computers and data are inadequate. This in-
adequacy in security can be due to many reasons. Some common

¥ by manage-

explanations are; (1) the lack of an explicit charge
ment to personnel to evaluate and provide a secure operating en-
vironment, (2) the lack of knowledge and training by the super-
visor and.operating personnel and (3) the absense of a central co-
ordinating of controlling office to secure equipment and data lo-"
cated throughout an organization.

Basically security policies and procedures can be categorized _

e

as responding Mor reactively to risks. Proactive policies
and procedures® are those activities which attempt to prevent
damaged,lost or compromised data prior to an actual attack. This
would include such actions as establishing password protection of

data to detour unauthorized access.

« 3



Reactive policies and procedures®|are those activities which

. . I .
the organization undertakes in the event of a security violation.
— i~ —_——— i

<

the actual occurrences of an emergency or a loss of data or equip-
e -

menty Reactive policies can include procedures for investigation to

9 : I : Drocgs N gz
determine the identity of violators and recovery ol equipment,
TR ——
prosecution of violators.or emergency procedures ‘u be followed
—
in the event of fire| AT’ he value of proactive security policies and
the event ol lire, )

The

value of reactive measures should not be untleresumateclj]ust the

. ) ' . . . . .
procedures is obviofis in preventing loss and minimizin

iw

presence of procedures Q_huh provide fnr the identification and

prosecution of violators/can act as afdeterr o some_peoplelY’
pp—

e
Reactive policies and procedures should provide a plan of action

for what could be calledfa

age control guide) A damage con-

trol guide would outline specific actions to be faken by personnel
it skohdind A4
and the organization in the event of a major security violation.

The policies and procedures must reflect prior planning.verifica-
-—-—\—f—‘——- —

tion.and preparation to be an effective damage control ngide<to
——— -—

minimize losses.and to avert total disasteyFor example,an orga-
e ——————

nization cannot restore lost data if n yrocedure has been
nqntuted a d lalthfullv followed. lx .
it e "‘[j
Thevg ter r!. showever,is not lax sekurity procedures but
the lack of perception/by management and personnel thz? an or-
ganization is at serious risk] In addressing the problem/of soft
R ————

)

ware security William E. Perry.executive director
of the Quality Assurance Institute Orlando.Florida stated,” My

perception is that most IS (Information Service) directors feel

that they are doing well now —and they’re not. I alwayst

to Alcoholics Anonymous;you don’t go until you know you’re an

- o o PetWea oo
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alcoholic. You have to say.”I have a problem.” J rel

Many managers and organizations will not
— — - o
lem in personal computer securitylbecause they think that”sect

ty ou n personal computer is too Jtroublesome, too comfusing -
R -
- o . . .
and too expensive” |Likewise law enforcement officials and public
—_—

prosecutors [requently deny that there is a problem in catchin
—~— T"———g"

and prosecution of computer criminals.|l.ike ather ” white collar”

Srimes ‘t,herLomputer_,‘criminal receives' low priority and few re
. T ———
sources in the criminal justice system. ﬂ"do’/?a'f'ﬁh.

\ f It must be admitted'fhar not all loss of clatqb@ dua to crimi»%

na intcnt.!Thore is a certain amount of data loss and security

reach mt is accidental.[This 1s because it is the humans in the
the adverse mm{or

environment that pro
<
Some risk to data is due o isnorance.compliau»
s

data security. **

cy,® or neglectlon the part of the personnel }or example,many
F sl

—

personal computers sit on desks in office environments that have

water sprinkler systems.|]In the event of an accidental refease of

1ems\thousands of dollars worth of
—

lieedless clama4g¥5 would result to bersonal computers and data

water in many office

0 /- -
isks|because of the lack of awareness of the personnel to take

by the absence of preparations of the organizatfon’if the organiza

tion has not provided ready access to plastic covers.‘&\/lost person-

al computers have cooling fans which draw air in and circulate it

vep)various parts of the comp? ter'i(CPUjand
2 Yarlous b

a personal computer,the air containing the smoke or hair spray

hetehis T



can be pulled into the personal computer’s CPU where damage
may be done. Hair %pravf\hxch falls onto the magnetic surface of
a_floppy disk*®kan destroﬁe dlsk and the data the dtsk when

the disk is fiserted into the computer.

ijmnel who use personal com-
puters need to be educated regarding the various environmental
risks and inturn educate their employees. Bome thr}eats to data
security are the results of common behaviors which are normally
harmless but which need to be modified in a corﬁputer environ-
ment., For examplg.}n‘agnets which may be used to hold notes to
metal desks can destroy data on floppy disk drives.* A strong
permanent magnet that is within some six to eight inches of a
floppy disk can cause irreparable loss of data. Employees who
transport data on flopmm destroy the data if the disk is
left on an automobile’s dashboard® or in the glove box*' where
the temperature may exceed 150 degrees. Coffee or drinks spilled
on a computer keyboard*. a personal computer,or floppy disks
can cause hundreds,perhaps thousands of dollars worth of dam-
age. Such problems as those described above are best dealt with
by the individual company rather than by legislation or law en-
forcement. In correcting such behaviors,managers must remem-
ber human psychology. Because these are common behaviors it is
frequentlym the manager to actively shape the behav-
ior of his or her employees until the desired level of compliance

with the rules prohibiting such behaviors is achieved.
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9. as opposed to tangible assets 5 4 ¥ ¥ P4 AT () (45 L P
ge™)

10. mainframe computer Hi ffi 3= 4/1

11, Access restriction Fo b {fi P BRR il R 2

12. file cabinets or vaults or” computer rooms” ¥4 % % | J4 o{,
“GHEULE

13. networking ability 1 [®GE /)

14. data bases ¥ J#

15. unauthorized access #2232 #E 1422 i {ili B

{%Data security was inherent ine« ¥ B BT {P AT 0 Feeeeee

Thwone midwest county jail E[E 7858 — H Wik

18. inmate JEAU

19. booking computer 7 it ¥ 12 81, i

20. explicit charge BB $5 7

21. Proactive policies and procedures 8¢ 5 i #1 ) 7

{/‘22. Redctive policies and procedures {4 1% 5 Hii £1 7 1=

S, . )
23. Just the presence of procedures+«to some people |E i f]

TORUEFIFE T2 AL I A8 15— 20 N Z 3 A

24, This iz because it is fumans i e envirgnmep®--for da-
a security. 3% ST A1) 8 6 (F R R A g — B R T BE A %2
4-&&’4

25. Compliancy =without compliancy with the rules

26. CPU :Central Processing Unit A3 44 B4

27. hair spray & HZ

28. floppv disk ##%

29. fIO[ py disk drives P 1% IR B e

30. automobile’s dashboard & ZE{LFE e

31. glove box =glove compartment WAL Fed Fay /e i

« 3



fH
32. keyboar‘d B

Exercises

1. Reading comprchension:

Read the following passages carefully and choose the best an-
swer to cach of the questions.

(1

A frequent and potentially costly risk is associated with ac-
tions which have criminal intent. Tt is diffincult to measure with
precision the losses due to some reasons but a survey of 1,000
organizations reported that ”/the verifiable losses attributed to
computer crime in 1985 were estimated between $ 145 million to
$ 750 million”. The rate of increase of computer crime ts rising
significantly. One measure of this is the 1986 survey sponsored
bv the National Instiute of Justice. It reported that 75 percent of
the police chiefs surveyed and 63 percent of the sheriffs said com-
puter crime investigations were likely to have a significant impact
on their workloads in the future. In jurisdictions having popula-
tions of 500,000 or more ,the proportion was even higher. 34
percent of police chiefs and 75 percent of sheriffs.

The profile of the computer criminal revealed in a study indi-
cated that while offenders ranged in age from 20 to 50,the medi-
an age was thirty. Seventy-five percent had some college and had
been employed for an average of five years with the comany be-

fore committing their crimes.



Questions ;
1. Actions which have criminal intent
a.often damage costly computers
b. may frequently result in heavy losses.
c. may often cause lots of dangers to people.
d. will risk people’s fortune and health frequently
2."The verifiable losses”are
a. those that can verify because of computer crime
b. what can be verified by computers
c. losses that can be proved to be true or accurate
d. evidences or proofs that show the losses
3. Computer crime in the U.S. A.
_a.is increasing greatly
b. has a significant impact on the police’s workloads
c. was surveyed by police chiefs and sheriffs in 1986
d. is decreasing in a considerable way
4. Which of the following is not true?
a. Most of the computer criminals are well-educated
b. People are easy to commit computer crime in the age of
their twenties.
c. Most offenders used to be company employees.
d. Most of the police officers believe that computer crime is
rising significantly.
5. The psssage implies
a. the police chiefs and sheriffs will work hard in the future
b. computer crime is of sophistication
c. where the population is large.there is higher proportion of

offenders
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