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Foreword

Interconnecting Cisco Network Devices is a Cisco authorized, self-paced learning tool that helps you understand
foundation concepts covered on the Cisco Certified Network Associate (CCNA) exam. This book was developed in
cooperation with the Cisco Internet Learning Solutions group, the team within Cisco responsible for the develop-
ment of the CCNA exam. As an early-stage exam preparation product, this book presents detailed and comprehen-
sive coverage of the tasks that network engineers need to perform to build and support small- to medium-sized
networks. Whether you are studying to become CCNA certified or are simply seeking to gain a better understanding
of the products, services, and policies that enable you to build multirouter, multigroup Internetworks, you will ben-
efit from the information presented in this book.

Cisco Systems and Cisco Press present this material in text-based format to provide another learning vehicle for our
customers and the broader user community in general. Although a publication does not duplicate the instructor-led
or e-learning environment, we acknowledge that not everyone responds in the same way to the same delivery mech-
anism. It is our intent that presenting this material via a Cisco Press publication will enhance the transfer of knowl-
edge to a broad audience of networking professionals.

Cisco Press will present other books in the Certification Self-Study Series on existing and future exams to help
achieve Cisco Internet Learning Solutions Group’s principal objectives: to educate the Cisco community of net-
working professionals and to enable that community to build and maintain reliable, scalable networks. The Cisco
Career Certifications and classes that support these certifications are directed at meeting these objectives through a
disciplined approach to progressive learning.

In order to succeed with Cisco Career Certifications and in your daily job as a Cisco certified professional, we rec-
ommend a blended learning solution that combines instructor-led training with hands-on experience, e-learning,
and self-study training. Cisco Systems has authorized Cisco Learning Partners worldwide, which can provide you
with the most highly qualified instruction and invaluable hands-on experience in lab and simulation environments.
To learn more about Cisco Learning Partner programs available in your area, please go to www.cisco.com/go/
authorizedtraining.

The books Cisco Press creates in partnership with Cisco Systems will meet the same standards for content quality
demanded of our courses and certifications. It is our intent that you will find this and subsequent Cisco Press certifi-
cation self-study publications of value as you build your networking knowledge base.

Thomas M. Kelly

Vice-President, Internet Learning Solutions Group
Cisco Systems, Inc.

December 2002



Figure Icons Used in This Book

Throughout this book, you will see the following icons used for networking devices:
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The following icons are used for networks and network connections:
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Introduction

Since the introduction of the personal computer in the early 1970s, businesses have found more uses and applica-
tions for technology in the workplace. With the introduction of local-area networks, file sharing, and print sharing
in the 1980s, it became obvious that distributed computing was no longer a passing fad. By the 1990s, computers
became less expensive, and innovations such as the Internet allowed everyone to connect to computer services
worldwide. Computing was becoming big and distributed. The days of punch cards and greenbar paper are behind
us, and a new generation of computing experts is being asked to keep this distributed technology operational. These
experts are destined to have a new set of issues and problems to deal with, the most complex of them being connec-
tivity and compatibility between differing systems and devices.

The primary challenge with data networking today is to link multiple devices’ protocols and sites with maximum
effectiveness and ease of use for the end users. Of course, this must all be accomplished in a cost-effective way.
Cisco Systems offers a variety of products to give network managers and analysts the ability to face and solve the
challenges of internetworking. As networking professionals begin working with this equipment to create solutions,
they must understand how to use and configure these devices. Cisco Worldwide Training (WWT) develops courses
to help networking professionals learn the fundamentals of configuring and installing Cisco products. This book is
based on the Cisco WWT course Interconnecting Cisco Network Devices (ICND). ICND is a combination of and
replaces two Cisco Courses: CRLS (Cisco Routers and LAN Switches) and ICRC (Introduction to Cisco Router
Configuration). It also draws from CLSC (Cisco LAN Switch Configuration). ICND results in a single course that
covers Cisco switches and routers in a realistic environment.

This book is based on the course materials. It presents the concepts, commands, and practices required to configure
Cisco switches and routers in multiprotocol internetworks. You will find information that will help you identify and
recommend the best Cisco solutions for small to medium-sized businesses. You will be introduced to all the basic
configuration procedures required to build a multirouter, multigroup internetwork that uses LAN and WAN inter-
faces for the most commonly used routing and routed protocols. ICND provides the installation and configuration
information that technical support people require to install and configure Cisco products.

This is an introductory-level book designed for people who have one to three years of internetworking experience,
who are familiar with basic internetworking concepts, and who have some experience with the TCP/IP protocol.
This book is useful for those who are pursuing the CCNA (Cisco Certified Networking Associate) certification.
Also, network administrators responsible for implementing and managing small and medium-sized business net-
works might find the information in this book helpful. Network support staff who perform a help desk role in a
medium- or enterprise-sized company will find this a valuable resource. Finally, Cisco customers or channel resell-
ers and network technicians entering the internetworking industry who are new to Cisco products can benefit from
the contents of this book.

Goals

Readers can expect to gain the knowledge needed to select, connect, and configure Cisco devices. You will learn the
structure and terminology of the Cisco IOS (Internetwork Operating System). You will be introduced to the basic
concepts of routing and Layer 2 switching, and you will learn how to select and configure Cisco devices to fill these
roles in your data networks.

This book also helps you prepare for the CCNA certification, because it covers many of the topics associated with
that test.



NOTE Readers interested in the CCNA certification should consult the Cisco web site at
http://www.cisco.com/warp/public/10/wwtraining/certprog/lan/programs/ccna.html for
more information. To schedule a Cisco certification test, contact Sylvan Prometric at
800 204-EXAM or on the web at www.2test.com.

Chapter Organization

This book is broken up into five parts. This book is designed to be read in order, because many chapters build on
content from a previous chapter.

Part I “Getting Started with Cisco Networks,” includes chapters that contain an overview of networking and Cisco
devices. Chapter 1, “Internetworking Concepts Overview,” reviews some basic internetworking concepts. Chapter
2, “Assembling and Cabling Cisco Devices,” explores the physical connections needed to assemble network
devices. Chapter 3, “Operating and Configuring a Cisco IOS Device,” explains the concepts and structure of the
Cisco Internetwork Operating System. Chapter 4, “Managing Your Network Environment,” discusses topics such as
Telnet, configuration file management, and Cisco Discovery Protocol, which help you control and manage network
devices.

Part II, “Interconnecting Catalyst Switches,” explores the operation and configuration of the Catalyst 1900 switch.
Chapter 5, “Catalyst 1900 Switch Operations,” discusses basic switch theory, including IEEE 802.1 Spanning-Tree
Protocol. This chapter also discusses basic switch configuration. Chapter 6, “Extending Switched Networks with
Virtual LANs,” explores the theory and operation of virtual LANs and interswitch VLAN configurations. This
chapter includes discussions of Inter-Switch Link (ISL) trunking and the Virtual Trunking Protocol (VTP).

Part III, “Interconnecting Cisco Routers,” looks at the interconnectivity between networks using Layer 3 protocols
such as TCP/IP and IPX. Chapter 7, “Interconnecting Networks with TCP/IP,” provides an overview of the TCP/IP
protocol suite, including discussions of basic IP subnetting. This chapter also details how to configure IP addresses
on your router interfaces. In Chapter 8, “Determining IP Routes,” you learn how a router provides connectivity
between the different networks in an internetwork. You also learn how routers exchange and maintain routing infor-
mation using distance vector routing protocols such as the Routing Information Protocol (RIP) and Cisco’s Interior
Gateway Routing Protocol (IGRP). Chapter 9, “Basic IP Traffic Management with Access Lists,” discusses the
control of IP traffic. This chapter discusses the need to effectively manage IP traffic in the internetwork and shows
you how access lists provide traffic management on Cisco routers. The final chapter in this part, Chapter 10,
“Configuring Novell IPX,” looks at the operation and configuration of Novell’s Internetwork Packet Exchange
(IPX) protocol. This chapter discusses IPX addressing, routing, and traffic control.

Part IV, “Extending the Network to WANS,” looks beyond the local-area network (LAN) and discusses connecting
devices across wide geographic locations. Chapter 11, “Establishing Serial Point-to-Point Connections,” provides
an overview of wide-area networking (WAN) connectivity. This chapter discusses methods of connecting to remote
sites using leased lines with protocols such as PPP (Point-to-Point Protocol) and HDLC (High-Level Data Link
Control). This chapter also discusses PPP options such as authentication. In Chapter 12, “Completing an ISDN BRI
Call,” you learn how to establish a dial-on-demand circuit to a remote site using Integrated Services Digital Net-
work (ISDN) circuits. This chapter shows how this digital technology can be used to provide on-demand access to
and from remote sites. Finally, in Chapter 13, “Establishing a Frame Relay PVC Connection,” you learn how to
connect remote sites through Frame Relay services. This chapter discusses the Frame Relay terminology, concepts,
and parameters required to allow connectivity between remote locations.

Part V, “Appendixes,” is the final part of this book. It begins with Appendix A, “Configuring AppleTalk,” which dis-
cusses addressing, routing, and configuring routers connected to an AppleTalk network. Appendix B, “Establishing



a HyperTerminal Session,” walks you through the process of connecting your router to a PC or laptop for configura-
tion purposes. Appendix C, “Cisco 700 Series Routers,” examines the configuration and operation of the Cisco 700
series Small Office/Home Office (SOHO) router. In Appendix D, “Password Recovery,” you learn how the
configuration register is used to restore administrative control for a router. Finally, Appendix E, “Answers to
Review Questions,” provides answers to the review questions at the end of each chapter.

Features

This book features actual router and switch output to aid in the discussion of the configuration of these devices.
There are also many notes, tips, and cautions spread throughout the text. In addition, you will find many references
to standards, documents, books, and web sites that will help you understand networking concepts. At the end of
each chapter, your comprehension and knowledge are tested by review questions prepared by a Cisco Certified
Systems Instructor.

NOTE The operating systems used in this book are Cisco IOS Version 12.0 for the routers and Cisco
Catalyst 1900/2820 Enterprise Edition Software Version V8.01.01 for the switch.
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